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Elcaywyn

To Sieupupévo mpoypappa onoudwv Cyberphish otoxelel otnv mapoxr) CUVOMTIKWY OAAG EKTETOUEVWV EVOTHTWV
otnv kuBepvoaodalela pe Slaitepn €udoaon oto KuBepvo-Pdpepa. To TPOypaApUA OTIOUSWY XWPLLETAL O TPELG
KUPLEC EVOTNTEC KOl CUYKEKPLUEVA OF:

® Jeuwaplo ekmaideuong ekmatdeutwy - e€OMALIEL TOUG EKTTALSEUTEG UE TN CWOTH VOOTPOTia KOl TIC §eELOTNTEC
yla TV mapAddoon Tou MPOoYPAUUATOC GTIOUSWV.

e Exmaibevon npdowro pe mpoowrno / Atadiktuakn ekmaideuaon - KaBopLopog TwWV TPOTWVY UE Toug omoloug Ba
napadidetal n eknaidsucn oto MPOYPALO GTIOUSWV.

e H Sopn TOU TPOYPAUUATOC OTIOUSWY (EVOTNTA NAEKTPOVIKNG HABNoNng) - meplypddel Aemtopepws tn Soun
TOU TIPOYPAUUATOC OTIOUSWV

Eivat onpoavtikd va onupelwBel otL, mapoAo mou n mopddoon TOu TMPOYPAUUNTOG OTMOUSWY OMOCKOTElL Og pia
T(POOEYYLON ULKTAG LABNOoNG, 0 TPOMOG LLE TOV OoTtoio sival Sopnpévo, emtpemnel eveliia otnv edappuoyr Tou.

To MNpdypappa ImMoudwv aoxoAeital pe TNV elooywyrn otnv kKuPepvoaoddAela pe Siaitepn £udacn oto
cyberphishing. AmeuBuUvetal og emiXeLPAOELS KOL LOLWTEC KAl £XEL OXESLAOTEL yLa VO TTPOETOLUACEL KAl Toug SU0 yLa Tt
Blopnyxavia 4.0 kot Ti¢ mbavég mpokAnoelg achaAelag TTOU AUTH CUVETAYETAL.

Méow Tou mpoypdupato¢ omoudwv, oL ekmoilbsudpevol Ba amoktoouv TIC 6£€lOTNTEG aAvoyvweLONG Kal
QVTLULETWIILONG KUBEPVOETILOECEWVY KOl TOV TPOTIO MPOCTAGLOC TWV CUCKEUWV KAl TWV SeS0UEVWY a0 EMLOETELG WHNAG

Biag.

1. EKNAIAEYZH EKNAIAEYTQN

H akdAouBn Soun yla 1o pabnua eknaideuong Tou ekmaldeuth XL oXeSLAOTEL e TETOLO TPOTO WOTE va UMopEel va
Sle€axBel elte mpoowmo pe npoowrno ite Sltadiktuakd. H potewvopevn SLapKeLa Uopel va TOLKIAAEL avaloya LLE ToV
0pLOUO TWV CUUUETEXOVIWV Kal TG amaltnoelg mapadoons. Aoyw tn¢ dpuong autol tou pabnuatog ekmaideuong
EKTIOLSEUTWY, TIPOTELVETAL VAL UTIAPXOUV OUASEC UE OXL TIEPLOCOTEPOUG O SwOEKA EKMALEEUTEG ava HABnua.

H S1apBpwon Tou TMPOYPAUMATOC KOTAPTIONG TOPATIOETAL OTOV Tapakdtw mivaka. O mivakag mpoodEpel Ta
CUVIOTWHEVA BEépata ylo tn ouvavtnon ekmoibeuong tou eKMOLOEUTH Kl TOV OUVIOTWHEVO Xpovo. Eival otn
OLOKPLTLKN) EUXEPELX TOU OPYAVIOUOU KOTAPTLONG KOL TOU EKMALSEUTH va XPNOLUOTOLOUV, va €EMEKTE(VOUV, va
MEWWOOUV 1 va auvénoouv tn SLAPKELO KAL TO TIEPLEXOUEVO TOU MPOYPAUUATOC ekmaideuong tou ekmaldeutr), OMWG
KPLVETAL OKOTILLO KOl AVAAOYQ LE TNV ETOLUOTNTA TOOO TOU EKMALSEUTH OCO KOL TWV EKTIALOEUOUEVWV.

Eival okomipo va onpelwBel 0tL To pabnua Exknaidevong Ekmatbeutwy ansuBuvetal oe EKMaldeuTég mou €xouv nén

YVWOELG OXETIKA LE TO BEUa TNG KUPBEPVOAODAAELAG YEVIKA.

O SlopyavwTég TG ekdnAwong Ba pmopovcav va oTelAouv éva EpWTNUATOAOYLO OTOUG EKTALSEUTEG TPV ATO TNV
ekmabeUTIK ouvedpla yla va cUAAEEoUV TO eMIMESO TWV EKMALSEUTWY KOL VO KOTAVONOOUV TL TEPLUEVOUV OL
eKTIUOEVUTEG QMO QUTH TNV ekmalSeuTik ekdnAwon. Metd tnv avatpododotnon amd Tto €pwTNUATOAGYLO, Ol
SlopyavwTég Ba pumopoloayv va TPOocapOCcoUV avaAoya TNV atlévta TNG EKMALSEUTIKAG EKSAAWONG.

Aoun Eknaibevuon Twv eKmaldeutwyv ot éva OUVIOUO TPOYPOUpa 4 NUEPWV TIOU OTOCKOTEL OToV
€EOTALOMO TWV EKTMALSEVUTWYV HE TLG KATAAANAEG SELOTNTEC KAl LKAVOTNTEG.

3toxo¢ EVOUVAUWON TWV EKMALSEUTWV PE BaoIKEG SeELOTNTEG SLEUKOAUVONG KOl OXESLOGOU KATAPTLONG LA
TNV MOPOoXI AMOTEAECUATIKWY EKMOLEEUTIKWY cUVESPLWY 0TNV KUPBepvoachaAeLa
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Mpéypapupa
Huépa 1 Mua pépa otn wr) evog pottntn
2toleio 2tolyeio Mpotewvoevog
Ne XPOVOoG
D1-01 Elcaywyn KoL guvavtnon yvwpLuiag 0,5 wpa
® Ice Breaker | Apaotnplotnta Owkodounong Opadag yla va yvwploteite
petal cog
- Koivwvikd biktuo xaunAnig texvoAoyiag (rayoBpadorng)
- [pdkAnan Marshmallow (ouadiké xticiuo)
D1-02 Katavonon Kal avTLLETWTLON TWV SLaPOoPETIKWY HaBnoLaKwY oTUA 0,5 wpa
e Mua cUvropn elcaywyn ota Stadopa povtéAa pabnotakol oTtul
- Eioaywyn rwv Olagopenikwv padbnoiakwv otuA (my. 7 pabnoiakd otuA, kikAog
dénang rou Kolb) wg Baon yia Ti¢ EMOUEVES EVOTNTEG.
D1-03 O ekmalbeuTAC WG Ladntr - Buwvovtag TG pebodoloyieg pabnong (Mépog 1) 3 wpseg
2TOY0¢ Qutn¢ t¢ ouvedpiag eival va eumAakoUv oL €eKTMALSEUTEC OTNV
Katavonaon kot tv eunelpia SLAQOPETIKWY maltdaywylkwy nAailoiwv Kal
Uedodwy Sibaokaldiog we pottntég. Oa dnutouvpynTei uta St Lwong 1N ELKOVIKN
(Stadiktuakn) Taén Ue TOUC EKMALSEUTEC va EVEPYOUV WG UAINTEG.
e Ewaywyn oc Sladopetikd maldaywykd mepBallovta kat uebodoug
Sidaokaliag
- 270 TPWTO EPOC TNG auvedpiag, o KUpIo¢ ekmaideuTis Ba mapouaidoel évav apifuo
olapopetikwy Taidaywyikwv mAaigiwv kai eBédwv bidackaliag. (m.x. epyaatripia,
TPAKTIKES auvedpieg, aulnrioeis, aulnTnoeis, aulnTioElS, UEAETES TTEQITITWOEWY K.ATT.)
e Eumnepia Stadopetikwy pebddwv Sidaokaliag
- 270 OeUtepo pépog TG ouvedpiag, oi ekmaideutég/ekmaideuduevol Ba ekteBolv o€
aurég Tic BlapopeTikéS ueBodoAoyies didaokaliag.
D1-04 AtdAetppa SIkTOwWong 0,5 wpa
D1-05 O Exkmadeutnc wg pabntn¢ - Buwvovtag tig pebodoloyieg pabnong (MEpog 2) 1 wpa
e ulntnon, avatpododotnaon Kat avtaAlayr BEATIOTWY MPAKTIKWY
- AviaMayn ouvaiobnudrwy, ordoewy, avarpopodoTnon OXETIKA UE TNV EUTTEIpIA TOU
Mépoug 1
- AvraMayn BéAtiotwv mpakmikwy yia 1 BeAtiwon ¢ pabnoiakng eumeipiac Twv
uabnrwv
D1-06 Huépa 1 - 2Uvodn Kal CUPMEPACHQ 0,5 wpeg
Huépa 2 Avavéwaon BACLKWY KOWWVIKWV SELOTATWV
Jtolyeio Jtolyeio Mpotetvouevog
Ne XPOvoG
D2-01 Eloaywyn otnv nuépa 2 - H onupacio twv Nriwv de€lotntwy 0,5 wpa
e Mua oUVTOUN El0aywYn 0T ONUAGcio TwV KOWwVIKWY Se€loThTtwy otnv
napadoaon evog pabruatog
- 20vioun eioaywyn UE EU@acn Kupiwg oTnv mapouciacn, 1 dieukdAuvan,
olaxeipion e 1déng Kai TNV ETOIKOBOUNTIKI avaTpo@odoTnon
D2-02 Amopaltnteg KOWWVIKEG SeELOTNTEG yla TNV TPOYUATOMOLNGCN EKMOLSEUTIKWY 2 WpPEG

ouvedplwv (Mépog 1)
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o Agflotnteg mapouasioong

- AigpBpwan mapoucidoswy (.. apIBuOS Kar Lop@n diagaveiwy, xprian diadIKTuaKwv
epyaeiwy)

- Tuxéc ¢ mapouadiaong (m.x. yAwooa tou owparog, 1ovos ewvhig, yAwooa Tou
owparog)

- Mapouciaon oUviopwv TapoOUCIGoEwY (TPOOWITO LE TPOOWTO 1) Of ameubeiag
ouvoean) e avarpopodornan kai agioAéynan amé oubTIoUS

e Asgflotnteg SleukOAuvong

- AieukéAuvon piag opadikig oudAtnong (m.x. epwrraeis Slepedvnang, avakaredbuvang
Kai avadiarimwong)

- AieukdAuvan g auvepyaaiag (m.x. Brainstorming, Mind mapping, Six Thinking Hats),
e Xpnon Ynolakwv epyadeiwy yla tnv evioxuon twv ATiwv deflotrtwv

- Xprion yneiakwv epyaleiwy yia tn S1EUKOAUVON TTapoUCIGaEwY Kai OUCNTACEWY

- Eioaywyrj ora wneiakd/diadiktuakd epyaleia mou mepidauBavouv, peraél dMwy, ta
MS Teams, Zoom, Skype, Google Meet, Mentimeter, Kazoom k.Am.

D2-03 AldAelppa Siktuwong 0,5 wpa

D2-04 Amnopaltnteg KOWWVIKEG S€ELOTNTEG ylA TNV TPAYHATOMOLNGCN EKMALOEUTIKWY 2 WpEeg
ouvedplwv (Mépog 2)

e Auaxeiplon tagng

- AviaMayn BéATioTwy mpakTiKwv OXETIKA e Tov TPOTO €Afyyou, evBdppuvans kai
OUULIETOXAS TwV EKTTaIOEUOUEVWY TO0O Oia {Wwang 6ao Kai O1adIKTUAKd.

e Alvovtag armoTeAEOUATIKA KoL ETTOLKOSOUNTLKA avatpododotnaon

- 20vroun opadikh auAtnon (mpoowIro ue mMPOoWITO i GIABIKTUAKO EPYATTHPIO) yida
v avdAuon ammoTeAeoIaTIKWY Kai ETOIKOGOUNTIKWY TEXVIKWY avatpo@odotnang

D2-05 Huépa 2 - 2Uvoldin Kal CUUMEPACHA 0,5 wpeg
Huépa 3 EpBaBuvovtag oto mpoypauLo oTtoudwy

2tolyeio Jtolyeio Mpotetvouevog
N2 XPOvo¢
D3-01 Eloaywyr otn Sour] Tou Mpoypapatog omoudwy Kal oTig HopdEg Stbaokaliag 1 wpa
Mta ouvtoun mpoowmno Ue MPOowWIo 1) SLadSIKTUaKN cuvedpia mTou mapouctalet
™ Soun tou lMpoypauuatog Smovdwy, cUUmMEPIAauBavouEvnC TN onUACiac TwWV
uadnolakwy anotedsoudtwy uali pe Toug TPomouc Stbaokaliag.
D3-02 Aemtopepn ¢ availuon Twv Bepdtwy Tou mpoypappatog ortoudwv (Mépog 1) 1 wpa
Enteénynuatikn ouvedpio yla TIC SU0 MPWTEG ELOAYWYIKEG EVOTNTEC TOU
TPOYPAUUATOC OTTOUSWV
D3-03 AtdAetppa SIkTOwong 0,5 wpa

D3-04 Aemtopepn ¢ availuon Twv Bepdtwy Tou mpoypappatog ortouvdwv (Mépog 2) 3 wpeg

Eneénynuatikn ouvvedpia yia ti¢ SU0 TEAEUTAIEG EVOTNTEC TOU TPOYPAUUOATOC
onoubwv

D3-05 Huépa 3 - 2Uvoin Kal CUPMEPACQ 0,5 wpeg

Huépa 4 TeAllko epyootiplo - AEloAOynon Twv PACIKWY KOWWVIKWY Sg€loTATWYV HE TN XPnon Tou
TPOYPAULOTOG OTIOUSWV

Jtolyeio Jtolyeio Mpotetvouevog
Ne XPOvo¢
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D4-01 Elcaywyn oTo EpyaoctnpLo 0,5 wpa
H teldevtaia nuépa Sa amoteAsital amd €va epyaoctnplo Omou OAot ol
OUUUETEYXOVTEG QVOUEVETAL VO QVAOTOXOOTOUV TNV EUTTELPLA TTOU QUTOKOULOOV
™mv 1n nuépa, va eéaoknoouv Ti¢ SeELOTNTEC TOU ATTEKTNOAV TNV 2N NUEPA KAl
va XPNoUYLOTIOLoUV TO MPoypauua ormoudwv mou eényninke tnv 3n nuépa.

H aéloAoynon yivetat ue tn pop@n avatpo@odotnong amod ToUG CUUUETEXOVTEG
EKTTOULOEVTEC.

H biapketa tou epyactnpiov eéaptatal ano Tov aptiuo TwV CUUUETEXOVTWV.

D4-02 A&loAoynon Twv deflotnTwy mapouaciaong 0,25 wpeg ava
Ot ekmabeUTEC KAAOUVTOL VO TIPOETOLUACOUV KAl VA TTHPOUCLACOUV UL OUHHETEXOVTA
10Aentn mapouciaon em\éyoviac omolobAmote Véua and To mpotewduevo = (MEVLOTO 3 WPES)
npoypauua orovdwv. Meta ano kade mapouvoiacn akolovdel aéloAoynon amnod
TOUG OUVASEAQPOUC KalL avatpo@odotnon OXETIKA WE TNV mapouaiaon,
ouunteptAauBavoUEvwy TwWV KALVOTOUWY TEXVIKWY TTOU Xphotuomnotndnkay.

AMec u€Bodol atloAdynaong pmopouv va xpnotpomnotnBolv katd tnv kpion tou

ekmaldeuTh.
D4-03 AldAeppa Siktvwong 0,5 wpa
D4-04 A&loAoynon twv deflothtwv SleukdAuvong 0,25 wpeg ava

Ou exnabeutég kadouvral va SteukoAdvouv puta 10Aemtn ouvebpia emAéyovrag | OUHHETEXOVIQ

0m0L081iToTE DUQ ATS TO POTELVOUEVO TPOYPaUUe OTTOUSWY. MeTd amé kade = (MEVIOTO 3 WpES)
ouvebpia Ta axolouOel aloAdynon kat avatpo@odotnon omnd TOUC
ouvabeApoug Tooo yla Ti¢ Seélotnteg SteukoAuvang ooo kat yia T Slaxeipton
NG tdéng.

AMec u€Bodol atloAdynaong pUmopouv va xpnotpomnotnBolv katd tnv kpion tou
ekmaLdeuTh.

D4-05 Huépa 4 - 2Uvon Kal cUPMEPAOUA TOU OEpLVapiou ekmaibeuong ekmaldeuTtwy 0,5 wpeg

2. EKNAIAEYZH NPOzQMNO ME NPOzQMO / ONLINE

o TV EVOWUATWON TWV LaBnTwy ot pabnotakn eumelpia uloBeteltal pLa mPoogyyion teoodpwv otadiwv. Me i

poTd:

AladIKTUaKS EviuTio
avarpo®odotnang
OXETIKA PE TIG
TPEXOUTEG KAAEG
TIPOKTIKEG Kal GAAEG
TIPOKTIKEG TIOU

Xpfidouv
QVTIETWTTIONG

YugAman pe Toug
pabntég
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agloAoynang

Mpappég
ETMKOIVWVIAG

ZYNEXHZ YNOZTHPIZH AMO TOYZ KAOHTHTEZ

2ZYNEXHZ YNOZTHPIZH ZY:THMATOZ

i. Ewovikn oUvobo¢ npooavatoAlououl e avtokadodnynon

To mpwto PApA oTnV EUMElpiol TOU MPOCAVATOALOUOU €ival va TapoakoAouOrnoete pla Stadiktuakn cuvedpia
NPOooavaToALopoU. Auth n ouvedpla sival pLa auTopuBULIOMEVN EUTELPLA, TIOU ETILTPEMEL OTOV EKTIALSEUOEVO TNV
eveli§la va pabet yia to (dpupa ou mapéxel tnv eknmaidevon (To dpupa Kataptiong).

Ou unoyndlot ekmaldeudpevol Ba €xouv tnv eukatpia va efokelwBolv e mAnpodopieg mou adopouv (aAAd oxL
MOVOo) To (6pUNA KATAPTLONG OTO GUVOAO TOU KAL TO CUYKEKPLUEVO TUNUA. Emionuaivovtal oL 6TOX0L, Ol TTOALTIKEG Kol
ol SLadlkaocieg Tou TURUATOG, KABWG Kol oL Poodokieg Tou ekmatdeuTikoU 8pUpatog. Ma tnv gfumnpétnon twv
OTIOUSACTWV HE TIPORARLATA OPACNG KAL OKONG, OAO TO UALKO TIPOCAVATOALOMOU KAl OL TIAPOUGCLACELG TIPETIEL VA £Lvall
UTTOTLTAOL KL TTPOGRACLUEG YLa AvayvwaoTeG 086vnG.

ii. ExénAwon kaAwoopiouarog

H véa opada doltntwv kaAwaoopiletal o€ pia ekdnAwon untodoxng pottntwv. H ekSNAwaon autr Unopel va yivel eite
Sla {wong elte péow SLadiktuou. AuTh n cuvavTnon MOPEXEL UL EEALPETIKA EUKALPl OTOUG POLTNTEG VA yvwploouv
TOV eKTOLOEVUTH KOl TOUG GUUGOLTNTEG TOUC EVTOC TNG KOOPTNG, VA KAVOUV EPWTACELS KoL va £€olkelwBoUV pe TV
UALKOTEXVLKI uTtoSopr Tou pabiuatog.

Eldikotepa, adol AdBel tnv efouctodotnon yla tn Xxprion tou mAnpodoplakol CUCTHAUATOC TOU EKTAULSEUTIKOU
Opupatog, o ekmadeuUTAG Bo TTAPEXEL ULX CUVOTITIKY Eloaywyr] 0To oUOTNUO OTwG €XEL eyKatootabel. Toug
eknadevdpevoug Ba 60600V Ta avayvwPLOTIKA xpriotn kat Ba toug Kabodnynosl otov KaBoplopd Twv KwSIKWV
npooPaocng. EmumAéov, Ba 600si kaBobriynon GXETIKA UE TNV TTPOOBAOH OTOUC TTOPOUC TIOU OL EKTTALSEUOUEVOL £XOUV
gfouolobotnBel va ypnotpomololy. ¥to mAaiolo autd, Slafdletol kat umoypddetalr n "MoAitkr xpnong'.
Avayvwpilovtag 0Tl autd umopel va davel wg moAEG texvikég mAnpodopisg, Oa Siatebei éva éyypado "Iuxvég
E£PWTAOELG KL QVTIUETWTITLON TIPoBANUATWVY" yia peAovtikn avadopd.

O ekmatdeutic unopei va ohokAnpwaoel tn ouvedpia oxedldlovtag pio akpBr lkdva tng emionpung dtdaktéag UANG,
Twv peBodoloylwv afloAdynaong Kot Twv SLHOECLUWY YPAUUWY ETKOWVWVIOC.

iii. Evéuvauwon twv uadntwv uéow ouvexoug urootnpLéng

EKTOC amo tnv avantuén tng KATAKTNOoNG oo TOUG EKMALOEUOUEVOUC YWWOEWY, SEELOTTWY KAl OTACEWY OE OXEON UE
TO MPOypaApUa oToudwy yla TNV aodalela otov KUBEpVOoXwpPOo, TO (SpUNO KATAPTLONG avayvwplileL tn onuacia Tou
EVIOTILOMOU KOl TNG OVTATIOKPLONG OTLC METAPBOAAOUEVEG QVAYKEG TWV eKMALSEUOUEVWY. QG TPWTN YPOAUUA
QVTATOKPLONG, oL eKMOLSEUTEG Ba eival Stabéaiuol og Taktikn Baon yla BTk aAAnAemiSpach e TOUG OTIOUSAOTEG.

e mo emionuo eminedo, Ba Slopyavwbel £va epyaoctiplo £viagng HeTA amo €vav Tmpokaboplopévo aplbuod
olokAnpwuévwy ocuvedplwv tdaokaAiag. H avatpododotnon twv pabntwv Ba cuykevtpwbel kat Ba culntnOel yla
va SlamotwOel Katd moco n e€EALEN TwV LOBNUATWY AVTOMOKPIVETAL OTLG TTPOOSOKIES TWV LaBNTWV KAl 0TO TPOTUTIA
Tou eKkmatdeutikol 16pLUATOC.

Awddopa epyaleia afloAdynong TG KOTAPTIONG UITOPOoUV va XpnoLomolnBolv mpLv amod To pyactrplo vtaéng yla
va BonBrnoouv ot culhoyn dedopévwy. O Seikteg emituxiag ev MPOKELUEVW TephapBavouy, PeTatld GAAwv, Thv
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QmOKTNON VEWV SEELOTATWY KAl YVWOEWV amtd Toug omouSaoTeg, T BeTK oTdon amévavtl otn pHadnolakr eumeLpio
KOL TOV QVTIKTUTIO OTNV OTTOTEAECHATIKOTNTA.

Me tn oelpd Toug, oL MANPOodOPLEG AUTEG XPNOLUOTIOLOUVTAL Yl Tt StaoddAion tng BeATiwong tng moLoTNTAG TOU
TIPOYPANMATOC LaBNUATWY.

iv. Zuunepaouata padquoatog
H oAokARpwon TwWV Hodnudtwv eival ano povn TN KLa OTLYN OVOYVWPLONG ONHOVTIKWY ETILTEVYULATWV.

Oa SefayxOel pia KataAnKTikn cuvedpia SKTUWONG, TG omoiag 0 OKOTOG lval SLTTOG. To ONUAVTIKOTEPO Elval va
600¢l 0TOUG EKMALSEVOHEVOUG N EUKALPLA VA LOLPACTOUV UEPLKEG WPEG KOLVNG XOPAG. Qotdo0o, 0 Gopéag KATAPTLONG
Ba ekpetaleutel tautdypova Thv sukalpio va afloAoyroel TNV eMITUXi0 TOU TPOYPAUUATOC KATAPTLONG. STO TAAIOLO
auto Ba xpnotpornonBei o povrédo akloAdynonc tne kardptionc tecodpwy emttébwy tou Kirkpatrick.

Mpwv amno t cuvavtnon Siktiwaong, o popag katdptiong Oa cuAEEeL TAnpodopieG:

® QIO TOV EKTALOEUTH) OXETIKA LUE TIG aéloAoynoElq.
AuTO Ba XpnolUeVOEL WG METPO YLa TO TTOOO £X0UV OAAAEEL OL YVWOELS KoL oL S£ELOTNTEG TWV
EKTIULOEVOUEVWV ATIO TNV £VaPEN TOU TPOYPALLOTOG OTIOUSWV.

® Qo TOUG UAINTEC.
‘Eva PndLaxo évtuno aflohdynong tng KATaptiong, Ue To onolo {nteitatl avatpododdtnon CXETIKA e TN
OUVOALKN LkavoToinon and tn pabnolakn epmelpia kat tn duvatotnta (4 Kn) ebappoyng Twv omoudwy Toug
OTOV XWPO EpYACIAC.
Me autd ta Ssbopéva otn Sudbeor oag, katd tn Sdpkela G ekdRAwong diktvwong Ba Sie€axBel pulo ocuvedpia
€oTioong, OMoU To (GpuUpa KOTAPTIONG, HECW KA Sopnuévng oulAtnong os TAVEA, UMOopEl va LETPHOEL TIOLOTIKA T
QIOTEAEOLATA, OTIWG N TIAPAYWYLKOTNTA, N TTOLOTNTA Kol oL aloAOYrOELG ATtoSOTIKOTNTAG.

3. H AOMH TOY [MNPOPAMMATOX iIMNOYAQN (ENOTHTA
HAEKTPONIKHZ MAGHZHZ)

3.1 Elwcaywyn

To Mpoypappa ImMoubwv ameuBUVETAL TOOO OF ETILXELPHOEL; 00O KAl Of LSLWTEC TOU PBLWVOUV TIG avartOdEUKTEG
OETIKEC KOl APVNTIKEG ETULMTWOELG Tou eTLdEPEL n Blopnyxavia 4.0 kal mou B€Aouv va pabouv mMeplocOTepa Kal va
elval kaAUtepa €EomMALOUEVOL ylA TNV QVTLLETWILON TWV TIPOKANCEwWV aodaAelag Tmou emidEpel aUTH N TETAPTN
Blopnyavikn emavaoctoon.

To mpoypapua ocrmoudwy eival Sounuévo oe TEooepa SLOKPLTA UEPN, EEKVWVTAG UE MO ELOOYWYI OTOV TOUEA TNG
KUBePVOOOPANELOC KL TIG OXETIKEG TPOKANCELG Tou Epvel n €Aeucn tng Blounxaviag 4.0. Eppabuvel otnv
KuBepvoaodaAela KOl TLG VOULKEG TITUXEG TNG OE EVPWTTAIKO eMiMeSo, KABWE Kol 0TOV TPOTIO e ToV onolo powBOeital
n KuBepvoaoddlela otnv Evpwmnaikn Evwon.

Aappavovtag umon T onuacia Kot TLG EMUMTTWOELG TNG KOWWVLKAG UNXOVIKAG KAL TN OXEON TNG UE TIG EMBETELG OTOV
KUBepvoxwpo, To mMpdypappa omoudwv avaAUeL TNV avayvwpLlon Twy eMBECEWV O0ToV KUBEPVOXWPO KAl TOV TPOTO
XELPLOUOU TOUG YL TNV amoduyr KATAGTPODLKWVY KAL N OVOOTPEWY LWV ETLIMTTWOEWV.

1 Kirkpatrick, D. L. (1994). AfloAbynon ekMaSEUTIKWY Tpoypappdtwy: ta téoospa enineda. av Opavoioko: Berrett-
Koehler.
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EkTO¢ amd ) ouvontikni meptypadn twv dtadopwv eVvoTATWY, N SOUN TOU PoypAUUaToG ortoudwv epAapBavel Ta
HOONOLOKA QMOTEAECMATO AVA EVOTNTA KOL TLG TPOTEWOMEVEG WPEG Kol TPOMoug nabnong. Eival okdémpo va
ONUELWBEL OTL MapdAo TOU TO TIPOYPAUHA OTIOUSWY TEPIAAUPBAVEL APLOUO WPWV OVA EVOTNTA, OL WPEG AUTEC TIPETIEL
va OewpnBouv wg wpeg emadng. To MARPES MPOYPAUpA oToudwy aveépxetal o 30 wpeg ou avtiotolyouv og 1 ECTS.
Mpoteivetal o (610G aplBuog wpwv ava evotnta va BewpnBel yia autodidaokalia kat agloAdynan.

Evotnta npoypauuatog | XTOXOG TNG EVOTNTAC
onouvéwv

1.0 Ewaywyn otnv AuT n evoTnTa £XEL WG OTOXO VA ELCAYAYEL TO HABNnua g KuBepvoaodalelog Kat
KuBepvoaoddiela Ta B£UATA TOU TOOO OTOUC EKMALSEUTEG OGO Kol OTOUC GOLTNTEC TWV LEPUUATWY
tpltofabulag ekmaideuong.  Zekwd HE UL oUVIOUN LOTOPLKA avadpour otnv
QVAnTUEN Tou KUPBEPVOEYKANUOTOC KOl TOUG AGYoug tng Taxeiag avamtuéng tou,

KOOWG KAL TO LOTOPLKA OTASLA KAL TNV TPEXOUCA KATAOTAON.

Mepypadel emiong T TMPokANCel; KuPepvoemBEécewy TOU aAVILUETWII{ouV oL
WOLWTEG KAl Ol  EMXEPNOEL ME TNV éAeuon NG Blopnxaviag 4.0,
cuunepAapBavopévwy, LETafl AWy, TNG LElwoNG TwV MTAYKOCULWY CUVOPWY, TNG
EUPELOG XPNONG TWV KLWNTWV TEXVOAOYLWV, TOU UTOAOYLOTIKOU VEPOUG, TOU
Aladiktiou Twv mpaypatwy (1oT) kat Twv peydAwv 6edopévwy. ANEG TTIPOKARCELG
nepapPfavouv  kwwduvoug amd  Tpltoug  kal  aufavopeveg  amELNEG,
CUUTEPANAUPBAVOUEVWY TWV ATEIAWV atd €OVIKA KPATH.

OL ekmaldeutég Ba elval og B€on va Bpouv To amapaitnto UAKO yLa va ELCAYAYOoUV
Toug ekmalbeudevoug otnv €vvola tng KuBepvoaoddletag pall pe TG ouvnBelg
T(POKANGCEL; TIOU OVTLMETWTIIOUV Ol ETUXELPNOELS, ME TIPAYMATIKA OevVApLA

TEPUTTWOEWV OTIOU €lval duvaTtov.

H evotnta e€etalel emiong toug MoAudplBoug oplopoUg Kal Thv opoAoyia mou
XPNOLLOTIOLOVVTAL KOL CUVAVTWVTAL OTOV TOUEN TNG KUBEPVOOOHAAELQC.

2.0  Emokomnon tng H evotnta aut €L0AyeEL TOV EKMALSEUOUEVO OTIG UQPLOTAUEVEG TIOALTIKEG KOl
aodalelag otov npwtoPfoulie¢ tng EE mou amookomouv otnv mpowbnon TG €vvolag NG
KuBepvoxwpo otnv KuBepvoaodaielag. Zulnta eniong TG VOULKEG TTTUXEC TNG KuBepvoaoddAelag tooo
EE eVIOG TG EE 000 kal maykoopiwg, €kBEtoviag Toug eKMOLSEUOUEVOUG OFE

ToALApLOUa oevapLa TTPAYUOTLIKAG {WNG KoL LEAETEG MEPLTTTWOEWY OTOV TOUEQA.

H evotnta meplAapPavel pla  €MOKOMNON TwWV TACEWV OTO TOTIO TNG
KUBepvoOaopAAELOG, CUUMEPIAAUBAVOUEVWY, EVOELKTIKA, OTATLOTIKWY OTOLXELWVY,
TAOEWVY, OXETIKWY OMEIAWY, VOULKWY KVOUVWY, KIVEUVWYV GAUNG KOL OLKOVOULKWV
KWVOUVWVY, KOBWC Kal avaAuon LEAETWV MEPLTTWOEWV.

3.0 EmBéoelg otov AUTA N EVOTNTA ELCAYEL TOV EKTIALOEUOUEVO OTIC EMLOECELC OTOV KUBEPVOXWPO LE
KuBepvoxwpo - Social | W6laitepn éudaon oto Phishing. EuBabuvel emiong AemTopepws oTNV €vvola TG
Engineering kat KOWWVIKAG HNXOVLKAG KAl TNG OovTIOTPOdNC KOWWVIKAG UNXOVIKAG Mall PE TV
Phishing Loxupn oUVSEEaN TNG KOWWVIKNG LUNXAVLKNAG LE TIC ETMOECEL OTOV KUBEPVOXWPO.

ItV evotnta mapouctdlovtal emiong Siadopol TUTOL eMIBECEWV KAl TEXVIKWV
phishing patl pe oplopéva mapadelyata MPAYUATIKWY TEPUTTWOEWY OTIO TIG XWPES
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4.0 Kartavonon kot
XELPLOMOG
KuBepvoemiBécewv

€TALPOUG TOU €pyou.

Auti n evoTNTA €LOAYEL TOV EKMALOEUOUEVO OTNV €vvold TNG NAEKTPOVLKAG

aoddAelag Kal otn onpoocia g VLOBETNONG LLOG TIPOANTITIKNG TIPOCEYYLONG TWV

anelAwv oToV KUPBEPVOXWPO HECW TNG EVVOLAG TNG KUBEPVOUYLELVAG.

H evotnta TOPEXEL €MIONG MO AEMTOUEPH TIPOOEYYLON OXETIKA UE TOV TPOTO

QVOYVWPLONG KAL QVTLUETWITLONG EMLOECEWY GTOV KUBEPVOXWPO.

H evétnta elodyst tnv avamtuén kot tv eboppoyr oxedlwv QVTLUETWILONG

TIEPLOTATIKWY E OKOTIO TNV EAOXLOTOTOINGN TWV EMIMTWOEWV TWV EMIOECEWY OTOV

KUBepvoxwpo.

3.2 Aopn ¢ evotntag E-Learning Aemtopepwe

3.2.1 Ewoaywyn otnv KuBepvoaocddaieia

TitAog Evotntag

ZUVOALKN SLApKELDL
(Qpec / Atapaveieg)

Mé£BodoL napadoong

A§loAoynon

Ma6nolaka
anoteAéopara

Npoanattovpueva

Nepypadn evotntag

1.0 Eloaywyn otnv kKuPBepvoacddietla

3 wpeg

46 - 60 dladaveleg

Mpoowrno pe npdowmno
Online

Mkt mapadoon
Mpoowro pe npdowrno / Atadiktuakd Kouil

® V0 £XOUV YeVIKO UTIOBaBpo otnv kuBepvoaodAleila yeviKa
e Katavonon twv mpokAnoewyv Tou empEpPeL N KuBepvoaodalela

e Kartavorote mwg ol KuPepvoemiBéoelg £€xouv aAAA€eL e TV TApodo Tou
XPOVou, onywvtag oe augnuéva UETpA Kal, WG €K TOUTOU, O METPA
QVTLUETWIILONG TWV KUBEPVOETILBECEWV.

e Kotavonote ylatl €lval onuaviiko va mopakolouBeite 1o Ttomio tNng
KuBepvoaodalelag Kat ylati eival anapaitnTto va EVNUEPWVETE CUVEXWE
TIC YVWOELG 00G yLa TNV KuBepvoaodadela.

e Katavonon Ttwv Olodpopwv oOplopwv TIOU  OXeTilovtal HME TNV
KuBepvoaodalela

Agev QmaLtouVTaL OPXLKEC YVWOELS

AUTA N gVOTNTA £XEL WG OTOXO VA ELOAYAYEL TO HABNUa TG KuPBepvoaodAAsLag
KOl Ta BO€UaTd TOU TOOO OTOUG EKMALSEUTEC 00O KOl OTOUG ¢OLTNTEC TwV
WOpupdtwy TpLtoPabULlag ekmaibeuong.  ZeKWWA ME HlA GUVIOUN LOTOPLKA
avadpoun otnv avamtuén Tou KUBEPVOEYKANUOTOC Kol TOUG AOYOUG TNG TaXELag
QVATTUENG TOU, KABWG KAL TO LOTOPLKA OTASLA KaL TNV TPEXOUOA KATAOTAOH.

10
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YNOGEMATA ENOTHTAZ

1.1

1.2

13

lotopLko -
NpokARCELS TG
ns Blopnxavikig
ENAVAOTOONG

lotopia Tng
aoddalelag otov
KuBepvoxwpo

Oplopoli tng
aodalelag otov

Mepypadel eniong TIq MPOKANCELS KUBEPVOETILOECEWY TIOU QVTLUETWIL{OUV Ol
WOLWTEG KAl Ol  ETUXELPAOELG ME TNV €Aeuon TG Bounxaviag 4.0,
oupnepllappavopévwy, petafl AAAwY, TNG HElWONG TWV TTAYKOOKLWY GUVOPWY,
NG gUPELOg XPrIONG TWV KVNTWV TEXVOAOYLWY, TOU UTIOAOYLOTIKOU VEDOUG, TOU
Aadiktiov twv mpayuatwv (loT) kot twv peydAwv dedopévwyv. AMAEG
TiPOKANCELG TEpLAaPBAvVOUY KIVvEUVOUG amo TPLTOUG KAl OUEAVOUEVEG QTELAEG,
CUUTEPIAOUPBAVOUEVWY TWV ATEIAWV Ao £OVIKA KpATh.

Ou eknotdeutég Ba eival oe Béon va Bpouv To amapaitnto UAKO yla va
£100YAYOUV TOUG EKTTALSEVOEVOUG oTNV évvola TnG KuBepvoaodaletog pall pe
TG OUVNBELG TIPOKANCELG TIOU QVTLUETWTI{OUV OL ETULXELPHOELS, UE TIPAYLOTIKA
OEVAPLA TIEPUTTWOEWY OTIOU €ival Suvatov.

H evotnta e€etdlel eniong toug moAudplBpouc oplopoUs Kat tnv opoAoyia mou
XPNOLUOTIOLOVVTAL KAl CUVOVTWVTAL OTOV TOUEQ TN KUBEPVOAOPHAAELOG.

e Elwoaywyn otnv kuBepvoachaieia

e Z(vtoun Lotopla TNG AVANTUENG TOU NAEKTPOVIKOU €YKANUOTOG KAl Adyol
yla TNV Taxeia avamtuén tou, Kabwg Kal LoTOoPLKA oTASLo KAl OnUEPLVN
Katdotaon

® |oToplkd TOU TPOPAAUOTOG TIOU TEPLYPAdEL TG TPOKANCELS TIOU
QVTLUETWTII{OUV OL ETXELPAOELG EVAVTL TWV EMLOECEWY OTOV KUPBEPVOXWPO

® [IpOoKAAOELG VL0 TIC ETILXELPNOELG:

- Xwpig opla,

- Texvoloyieg: Eupeia xprion texvoloyLwv (TexVoAoyleg KLVNTAG
Aedwviag),

- Ymoloylotikoé védog,

- TpokARoelg peyalwv 6eSopévwy,

- Kivéuvol ano tpitoug,

- Awbiktuo Twv npaypdtwy (loT),
e HmpokAnon Twv auavouevwy aneilwy,

® Anellég eBVIKOU KPATOUG

MpoTeVouEVEG WPEG EAdyioteg Staaveleg | MEyLoteg Alapaveleg
1.5 23 30

® JUVTOUO LOTOPIKO TOU TPOTOU WE TOV OTolo Ol TIPOOEYYIOELG yld TLG
KuBepvoemiBEoelg €xouv aAAAEeL pe tnv mAapodo Tou Xpodvou, odnywvtag
oe auénuéva PETPA Kal, WG €K TOUTOU, O HETPO OVTLUETWIILONG TWV
KUBepvoemIBEcEWV.

e To THAMA OUTO UMOopEl vo mepAapBAVEL TOTUKESG / eupwTaikES / SieBveic
UeAETeg mepimtwong

MpOTEIVOLEVES WPEC EAayiotec Stapavelec | MEYLOTEG AlQAVELES
1.0 15 20

® EvotnTa OXETIKA UE TNV OpoAoyia/Opoug KAl OTATIOTIKA oTolXsia/mnyEg
yla Tnv KuBepvoaodalela

11
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‘ KuBepvoxwpo MpoTEWVOUEVEG WPEG EAdyioteg Staaveleg | MEyLoteg Alapaveleg
0.5 8 10

3.2.2 KuBepvoaodaleia otnv Eupwnaikn Evwon (EE)

TitAog Evotntag

ZUVOALKN SLapKeLdL
(Qpec / Awapaveieg)

M£00o6o¢ mapadoong

A§loAoynon

Ma6nolaka
anoteAfoparta

MNpoanattopeva

Nepypadh evotntag

YNOGEMATA ENOTHTAZ

2.1 NpowBnon tng
aodalelag otov
KuBepvoxwpo
otnv Evpwnaikn
‘Evwon

2.0 KuBepvoaoddAela otnv EE

3 wpeg

48 - 67 dladpaveleg

Mpoowmno pe MPOowWmo
Online
Mkt uabnon

JulnTAOoELg
Mpoowmo pe MpOowro / AladIKTuakod Kouil

e Katavonon Twv VOULKWY TITUXWV TG KUBepvoaodhalelag

e Katavonon Ttwv TPEXOUOWV TOMTIKWY TNG EE OYetkd pe tnv
KuBepvoaoddlela

e Kartavonon tng vopoBeaoiag tng EE oxeTikd pe tnv kKuBepvoaocdaleila

® JUOYETION Kal oUyKPLon TwV TOTUKWY VOUWV ylo TNV achAAela otov
KUBEPVOXWPO pE TOuG VOpouUG TG EE

Baolkeég yvwoelg mMAnpodopLkAG Kol ETIXEIPOEWY Ba ATOV XPNOLUEG YL TNV
KOAUTEPN KOTAVONON TNG EVOTNTOC.

H evotnta autr €L0dyel TOV EKMALSEUOUEVO OTLG UDLOTAUEVEG TIOALTIKEG KOl
npwtoPfouliec tng EE mou amookomouv otnv mpowbnon Tng €vvolag Tng
KuBepvoaodpaAelag. Tulntd emiong TG VOULKEG TITUXEG TnG KuPBepvoaodalelag
TO00 €vtoG NG EE 600 Kal TayKoopiwg, EKBETOVTOG TOUG EKMALSEVOUEVOUG OF
TIOAUAPLOUA CEVAPLA TIPAYUATIKNG {WAG KL LEAETEG TIEPLITTWOEWYV OTOV TOUEQ.

H evotnta mepl\apPdavel plol €mOKOMNON TwV TACEWV OTO TOMO TNG
KuBepvoaodalelag, cupmepAABAVOUEVWY, EVOEIKTLKA, OTATLOTLKWY OTOLXELWY,
TACEWV, OXETIKWVY OTMEWNWVY, VOUIKWYV KWwdUVwY, KWwOUVWY  Aung Kot

OLKOVOULKWYV KWWSUVWV, KaBw¢ Kot avaAuon UEAETWY MEPUTTWOEWV.

® JUVTOUn ElO0YWYHN OTI TOATIKEG Kol TS TpwTtoBoulieg tng EE mou
QITOOKOMOUV 0TNV powBlnaon tng évvolag tng KuBepvoaodalelag

MpoTEIVOUEVEC WPEC EAayiotec Stapavelec | Meyioteg Alapaveleg
1.0 20 30

12
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2.2  NOWMIKEG MTUXEG
™G acpalelog
otov
KuBepvoxwpo

2.3 Emokomnon twv

TACEWV TOoU
Tomiov ™mg
KuBepvoacdale
LG

® NOUWKEG TTUXEGC TNG KuPepvooaoddlslog TmoyKoopiwg (yevikd) Kat
eldkotepa otnv EE, oupmep\apuBavouévwy TwV GCUVETELWV TNG N
ouppOpdwWOnNG.

e H oxéon, n oUykplon Kal n avtumopdBbeon TwWV TOTILKWY VOUWV yla TV
aodAaAeLa oTov KUBEPVOXWPO |LE TOUG VOLOUG TG EE

MpOoTEVOUEVES WPEC EAayiotec Stapavelec | MeyLoteg Alapaveleg
0.5 5 7

e H mopoucioon TMPAYUOTIKWY OCEVOPLWV KAl HEAETWV TEPIMTWONG,
CUUTEPIANOUPBAVOUEVWY  OTATIOTIKWY  OTOLXELWV, TACEWV, OXETIKWV
anel\wv, KvdUVwV (VOpKwyY, Griing, OLKOVOULIKWV).

e M paTld oTiG Mpoodateg eMBECEL OTOV KUBEPVOXWPO Kol culntnon
OTNV TAEN OXETIKA UE TN onpacia tng empuopdwong evoPel Twv mbavwv
KLv8UVWV Tou emip£€pouv oL eEMOETELG OTOV KUBEPVOXWPO.

Znueiwon: H oulntnon Yo umopouoe va yivel SLadIkTuakd 1) TPOCWIO UE
MPOOWIo, WUE ToV EKMALOEUT) va OLEUKOAUVEL Kol VO TOPEXEL
KaTEUTUVTNPLEG YPOUUEG YL TO TL AVOUEVETAL IO TN oulnTHON.

MpOoTEIVOLEVESC WPEC EAayiotec Stapavelec | MeyLoteg Alapaveleg
1.5 23 30

3.2.3 EmB<oelg otov kuBepvoxwpo: Wapepa: Kowwwviki Mnxavikn kot Phishing

TitAog Evotntag

ZUuvoALKN SLdpKeLa
(Qpec / Atapaveieg)

Mé£60o8o¢ ntapadoong

A§loAoynon

Ma6noiaka
anoteAfopara

MNpoanattopeva

3.0 EmuBéceLg otov kuPBepvoxwpo: Kowwvik Mnxavikn kat Wapeua

10 wpeg

150 - 200 Sladaveleg

MpOowTo e MPOCWIO

Online

Mkt pabnon

Xpnon dadpaotikwy epyaleiwv (m.x. Stadiktuakad epyoadeia ocevapiwv)

Juilntnoelg
Mpoowro pe npdowmo / Atadiktuakd Kouil

e Na KaTtavorjoouv Thv évvola TwV KUBepvoemiBécewv

® OploMOC TNG KOWWVLKAG MNXOVIKAG KoL TNG OVTIOTPOdGNG KOWWVLKAG
HNXavikAg

e Katavonon twv TPOMWV KOWWVLKAG UNXOVIKAG KAL TG OXEONG TNG UE TIC
€MIOECELG OTOV KUPBEPVOXWPO

e Kotavonon Twv TLo KoWwv anellwv KuBepvoaodaieLog

e Kotavonon Twv KUpLWV KATNYOoPLWV Kal TEXVIKWY KUPBepvoemIBEcEwY

Baowkég yvwoelg MANPodopLKAG Kol eMIXEPRoEwWY Ba ATav XPNROLUEG ylo TV
KOAUTEPN KaTAvONon TG EVOTNTAG.

13
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Nepypadn evotntag AuTN N EVOTNTA ELOAYEL TOV EKTIALOEUOUEVO OTLG ETUOETELG OTOV KUBEPVOXWPO
pe WSaitepn éudaon oto Phishing. Eppabuvel eniong Aentopepwg otnv évvola
NG KOWWVLKAG HNXOVLKAG KAl TNG AVTLOTPOdNG KOWWVIKAG UNXOVIKAG poll pe
TNV OXUpr OUVOEDN TNG KOWWVIKAG MNXOVIKAG HE TG €MBECEL OTOV
KUBepvoxwpo.

Ztnv evotnta mapouctaovral eniong Stddopol TUTIOL EMBECEWY KAl TEXVIKWY
phishing padl pe oplopéva mapadelypota MPOYUATIKWY TIEPUTTWOEWY Ao TIG
XWPEG ETAIPOUG TOU £pYOU.

YNOGEMATA ENOTHTAS
3.1 Ewcaywyn ot ®  J(VTOouN €lOQyWYN OTLS ETOETELG OTOV KUBEPVOXWPO, LBLWwG OTLG EMLOETELG
eMLO£0ELG OTOV Phishing
KuBepvoxwpo [pOTEVOUEVEC WPEC EAayiotec Stapavelec | MEeEyLoteg Alapavelec
0.5 8 10
3.2 EvOtnteg ® ETOKOMNGON TWV MOVIEAWV KOWWVIKNAG KNXAVLKAG e WSlaitepn €udaon
KOWWVLKAG ota g8
HNXQWVIKAG Kat a) "Ta 6mha tn¢ emppong” - R. Cialdini 2
XEpaywynong - EpBolodédpoc
- A€0pEUON KOL CUVETELQ
- Kowwvikn amddeln
- Liking
- Apxn
- InoviotnTa
B) WuxoAoyIKEC TTUXEG TNG KOWVWVLKNG UNXOVLKNG
y) Emokonnon tng avtiotpodng KOWWVIKAG LNXAVIKAG
MpoTelvoueves WPEG EAayiotec Stapavelegc | MEeEyLoteg Alapavelec
4 60 80
3.3 Awadopetikoi e M evoTNTA Yl TOV OPLORO TwV Sladopwv TUTWY KuPBepvoemIBEcewy
toToL (blwg Tou Phishing) kalL Ttov TPOMO avayvwplong Toug (emOpevo
P — KedAAALO), CUUTTEPIAAUBAVOUEVWY EVOELKTIKA:
Phishing ko Katnyopieg
TEXVLKEG - EmBéoeig mou oxetilovral pe tov GDPR
- HAektpovika pnvupuorta,
- Apeon avtalayn pnvupdtwy,
- Kowwviwka diktua,
- lotooeAibeg,
- Andrec pe Aotapieg,
- SMS,
- TnAedwvnuara,
- MNpbowrmo pe MpoOowo,

2 Cialdini, R. B. (2016). Pre-Suasion: Zwtnpia: Evag EMavaoToTIKOC TPOTOC yLa va etnpedlels Kat va TieiBetg. New York:
Simon & Schuster. ISBN 978-1501109799.

14
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3.4 Melfteg
TMEPLMTWOEWV

- XépodLvyk oTov WO,
ZUVSUAGHOG TEXVIKWV

- Wekadote kal mpooeuynBeite

- Spear Phishing

- @oahawobnpia

- Vishing

- Smishing

- Angler Phishing

- Phishing kAwvwv

- Malvertising
[pOTEVOUEVESC WPEC EAayiotec Stapavelec | MEeEyLoteg Alapavelec
4 60 80

e [lapoucioon oplopéVwY SLOPOPETIKWY TIEPUTTWOLOAOYIKWY UEAETWY aATO
TOUG 0pYOVLOMOUG-ETAPOUG

e Awdiktuakn i 6la lwong oulntnon Ot WIKPEC OPAdeG (5-6 Habntég)
2nueiwon: H oulitnon Ba AdBeL tn poppn acknong ue kade ouada vo
Bpiokel kot va oavadvel wa  npoopatn EmiBeon NAEKTPOVIKOU
"Yapéuatoc”, wate va neptAauBavel AEMTOUEPELEG OTTWG N NUEPOUNnVia
¢ eniPeong, mAnpogopisc yia to YUua, ot tpomol tng emideonc, ot
OUVETtElEG, Ta Sibayuata mou aviAndnkav K.0.K. 3TN OUVEXELQ, Evag
uadntic and kade ouada mApousialel Ta AMOTEAEoUATA TNG AVAAUONG
o€ 0An v taén. Mapéxetal emiong eEmokoSOUNTLKI AVATPOPOSOTNAN Ao
TOV EKTIALOEUTH) KAL TOUG CUUUATNTEG TOU.

Mpotelvoueves wWPeg EAayiotec Stapavelec | MEeEyLoteg Alopavelec
1.5 22 30

3.2.4 EmoKOMNOoN TNnG KATAvVONonG KoL TOU XELPLOKOU TwV EMLOECEWV OTOV KUBEPVOXWPO

TitAog Evotntag

ZUuvoALKN SLdpKeLa
(Qpec / Awapaveieg)

Mé£Bodog napadoong

A€LoAdynon

Mabnolaka
anoteAéopata

4.0 Katavonon Kal avTLETWILon KuBepvoemiBéoewv

14 wpeg

210 - 255 Sladaveleg

Mpoowmno Le MPOoWIo
Online

Mkt uabnon
Mpoowro pe mpdowrmo / Aladiktuakd Kouil

® ATMOKTNON PBOCLKWV YVWOEWV CXETIKA PE TNV NAEKTPOVIK aoddAela Kal
npootacia

e Katavonon Stadopetikol eplexopévou mAnpodoplwv

e Katavonon tng tautotntog Kot Stakplon petafl dtadopeTikwy enBécewv
TIOU OXETL(OVTOL YE TNV TOUTOTNTA

e Kotavonon TwV CUVEMELWV TwV EMIBECEWV OTOV KUBEPVOXWPO TOOO OF
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MNpoanattovpueva

Nepypadn evotntag

YNOGEMATA ENOTHTAZ

4.1 BOOWKEG YVWOELG
yla thv
NAEKTPOVLIKA
aocdalela

4.2 MNpPOANTTIKEG
EVEPYELEG

Aatopa 600 Kal 0 0pYaVIoHOUG

e Oplopdc koL Katavonon TN onuooiag TG KUPBEPVOUYLEWVAG WG
TPOANTITIKAG §pAang EVavTlL TwV KUPEPVOETIOECEWY

e Katavonon kat eboppoyn Siadopetikwv peBOSwv mpootaciag amo
KUBepvoemOEoeLg

o Jxebloopog kot edpappoyrn OXeSlOU  AVTLUETWILONG TEPLOTOTLKWY
eMB£0EwWV aTOV KUBEPVOXWPO

MponyoULEVEG EVOTNTEG

AuT N &vOTNTA ELOAYEL TOV EKMALSEVOUEVO OTNV £Vold TNG NAEKTPOVLKAG
aodAAELOC KAl 0TN onUaAcia TG ULOBETNONG LG TIPOANTITLKA G TIPOCEYYLONG TWV
QmelAWY 0TOV KUBEPVOXWPO HECW TNE EVWOLAC TNG KUBEPVOUYLELVAC.

H evotnta mopéxel emiong plot AETMTOUEPH TIPOCEYYLON OXETLKA UE TOV TPOTO
OVOYVWPELONG KAL QVTLUETWTTLONG EMLOECEWV GTOV KUBEPVOXWPO.

H evotnta elwodyel tnv avamtuén Kot thv edpappoyr oxediwv QVTLUETWTLONG
TIEPLOTATIKWY HE OKOTO TNV EAAXLOTOMOINGON TWV EMMTWOEWY TwV EMIOECEWV
oTOV KUBgpvoXwpO.

o Aladopég TOU TEPLEXOUEVOU TWV TANPOdOPLWY (AVOLKTO, LELWTLKO,
ETUXELPNMATIKO K.ATL)- Mveupatikn tloktnota- MNveupatikd Sikalwuata,

e Katavorote tov 0po TAUTOTNTA- VO YVWPLIETE yla TV KAOTI TAUTOTNTOS
Kat TG peBOSoug khomng. Na yvwpilouv ywo TO Sspyware, Tov
KOTOOKOTEUTH TAnKTpoAoyiou, tn Swadnuion amatng, ta Trojans. Na
yvwpilete Sladopoug TPOMOUG UE TOUG OToilouG KAKOPBOUAO AOYLOMLKO
Unopel va eLo€ABeL OTn cUoKEUN.

e Na yvwpilouv Toug AOGYOUG KalL T CUVETELEG TNG KAOTING TAUTOTNTAG KOl
npoowrikwyv SeSouévwy oTo Xwpo epyaciag kKal oto dladiktuo (So0Ala
xpron mAnpodoplwy, aneln anwAslag mAnpodoplwyv, SoAlodBopad).

o [vwplote T aAMeNéG TOU OXETI(OVTAL UE TNV OMOKAAUYPN TIPOCWTILKWV
Sedopévwy.

e M oUvioun e€loaywyn OTI( EMUTIWOEL TwV EMBECEWV  OTOV
KUBEPVOXWPO TOCO OTO ATOUO OCO KAl OTOV OPYavioUO. [epLocotepeg
Aemtopépeleg Ba e€eTaotouv otny evotnta 4.4.

[pOTEVOUEVEC WPEC EAayiotec Stapavelec | MeEyLoteg Alapavelec
0.5 8 10

® Yylewn otov kuPepvoxwpo oto Awadiktuo (gAaylotomoinon Ttwv
TANPOGOPLWY OXETIKA HE TPOOWTA, OCUUMEPIAAUBAVOUEVWV TWV
TIPOCWTTLKWV AOYOPLACWY OTA HECA KOWWVLIKAG SIKTUWONC, oL omoieg Ba
Umopouacayv va xpnotomnotnBolv and emtibéuevoug).

®  YylELvr) OTOV KUBEPVOXWPO OTO XWPO pyaciog

® Texvohoylkd epyaheia katl pétpa (IATpa Kol amOKAELOUOG NAEKTPOVIKWY
UNVUpATWY NAektpovikou "Papéuatog")

lpoTEVOUEVEC WPEC ‘ EAayiotec Stapavelec ‘ Meéyiotec Alapaveleg
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4.3 Avayvwplon
eMBéoswv
phishing

4.4 Xelplopog
KuBepvoemiBéoe
wv

4.5 EAaywotonoinon
Twv WV
HEOW TNG
OQVTLLETWTILONG

2 30 \ 35

® Avdaluon Peletwy TepIMTWONG UE TN XPHRON TEXVIKWV Ao Thv evotnta 3.3
- Alaopetikoi tumot emtdecewyv phishing kat TEYVIKEG

e ‘Eva tpApa ylo tnv avayvwplon twv KuPBepvoemniBécswy (Ue avadopd ota
otolxela tou TmponyolUpevou Kedpalaiou), ocuumepAaUPAVOUEVWY
EVOELKTIKA:

- Kputikn okédn

- MaBete va PHETOKLVEITE TOUG CUVEEGUOUG
- Katavonon tng 6tevBbuvong URL

- AvdAuon pnvupdtwv

- Avayvwplon Twv KOKKWVWV GNUOLWY

[pOTELVOUEVEC WPEC EAayiotec Stapavelegc | MEeEyLoteg Alapavelec
5 75 90

® 06nyodcg yla TNV KuBepvoaodaiela, cupnepAapBavopévou eVOG TUAATOG
OXETIKA HE TIC {NULEG TIOU TIPOKAAOUV oL KuBepvoemiBéoelg 1600 OTO
Atopo 000 KOl OTOUG OPYOVLOHOUG KOl TOV TPOTO QVILUETWILONG TWV
KuBepvoemBéoewv pe Baon to mponyoUevo Kedalato.

AuTO Oa Tipénel va mepthapBavel, petafl aNwy, ta g€NG:
- Aodalng mhonynon
- Anuoupyla LoYupwV KWSLKWV pocBacng
- Anoduyn embéoswv
- Aodaleic NAEKTPOVIKEC ayopEC
- Eykatdotacn AOYLOMIKOU KOTA TwV EMOECEWV OTOV KUBEPVOXWPO
- Avtietwrnion twv Cookies
- AMPn katdAAnAwv avtlypadwv aopaieiog
- Kpumntoypadnon apxeiwv
- 'EAeyxoc tautotntag SUo mapayoviwv
- KakoBoulo Aoylopiko
- Aodahrg mepiiynon

e H svomnta aut mepthapBavel emiong tomikeég / supwnaikég / Siebveig
peAétee  Tmeplmtwong wg  mapadeiypata  mou  avadépovial o€
T(PONYOULEVECG EVOTNTEG.

e To tunpa auto meplhapPavel eUkoAeg obnyieg PAua mpog BRpa Kot
€LKOVEG KOTA TiEplmTWon.

e To TUAMA auTO TmeplapPavel emiong TNV avtdpaoctiky 6pdon o€
nepintwon kuPepvoeniBeong, cupnep\apPfavopévwy Twv Sladlkaclwy
QITOKATAOTACNG O€ TIEPLITWAN TOU £VOG OPYAVLOMOG /KAl évag XpRoTng
néoel BUpa KuBepvoemiBeonc.

TpOTEIVOUEVEC WPEC EAayiotec Stapavelec | MEyLoTeg Alopaveleg
5 75 90

o Jxebloopdg, avamtuén kot edappoyr]  oxedlwv  QVTLLETWTLONG
TIEPLOTATIKWY TIOU UTOSELKVUOUV TIG TIPOTELWVOUEVEG Kal PEATLOTEG
TIPAKTIKEG TEXVIKEG TIOU TIPEMEL va £DAPUOCTOUV Ot TepimTwon
TEPLOTATLKOU Tapafioong dedopévwvy.

Jnueiwan: MEpog TNG eVvOTNTAC UTTOPEL VA TPOOAPUOCTEL avaAoya LE TIC
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TEPLOTATIKWV

OUYKEKPLUEVEG XWPEG.

MPOTELVOUEVEG WPES
1.5

EAdyioteg SLapaveleg
22

Meéyioteg Alapaveleg
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