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PAR PROJEKTU

KrapSana ir viena no pédgéja laika lielakajam problémam, jo kibernoziedznieki izmanto atrakas un inovativakas
tehnologijas, lai Tstenotu krapsanas kampanas. Cilvéku vaditas pikSkerésanas aizsardzibas izstradei ir nepiecieSama
lietotaju izglitoSana, lai vini varétu atpazit pikSkeréSanas uzbrukumus un atbilstosi reagét uz tiem.

Projekta merkis ir izglitot augstakas izglitibas iestazu studentus, pedagogus, augstskolu darbiniekus (sabiedribas
loceklus), izglitibas centrus un uznémeéjdarbibas sektoru (darba devéjus un darbiniekus). Turklat projekta mérkis ir art
rosinat mérka grupas kritisko domasanu kiberdrosibas joma.

Projekta komanda ir izstradajusi macibu programmu, e-macibu materialu, jauktu macibu vidi, pasnovértéjuma testus,
zinaSanu novértésanas un vértésanas sistému, ka ari uz spélém balstitas simulacijas skoléniem un citiem lietotajiem, lai
aizsargatu pret pikskerésanas uzbrukumiem, ka art attistitu iemanas, kas viniem palidzés apzinaties draudus un veikt
atbilstoSus profilakses pasakumus.

Galvenie intelektualie rezultati ir:

1. Pétijuma analize un ieteikumi: IzvairiS8anas no pikSkerésanas uzbrukumiem un kritiskas domasanas uzlabo3ana;
2. Kursa programma;

3. TieSsaistes macibu materiali;

4. Izglitibas simulacijas (spélu veidoSana);

5. Pasnovértéjuma un zinasanu vértésanas sistémas;

6. Metodiskie noradijumi pasniedzéjiem un KiberpikskeréSanas modula ievieSana.

APMACIBU ORGANIZESANAS VADLINIJAS

leteikumi un noradijumi par apmacibu organizésanu Kiberpikskerésanas modula daltbniekiem.

Kiberpikskerésanas kursu var organizét, izmantojot jauktas maciSanas pieeju, apvienojot tieSsaistes un klatienes macibu
metodes. Tas nozimé, ka zina$anu un prasmju apguves procesa pamata ir gan klatienes, gan tieSsaistes macibas: lektora
vaditi seminari, dalibnieku patstavigais darbs, izmantojot tieSsaistes macibu materialus, un vingrinajumi grupas.

Ir svarigi, lai dalibnieki varétu sanemt pasniedzéja atbalstu jebkura macibu procesa posma (iznemot galigo zinasanu
vértésanu), t.i., varétu uzdot intereséjosos jautajumus, ligt palidzibu, ja neizdodas vai nesaprot, ka veikt uzdevumu, un
sanemt atbalstu un atsauksmes no pasniedzéjiem.

Merka grupa. Augstakas izglitibas iestazu studenti ir ST projekta galvena mérka grupa. lzméginajuma apmacibu laika
studenti tika izvéléti no dazadam studiju programmam. Vini izmantoja uzlabotus macibu materialus, praktizéja uz
spélém balstitas simulacijas un veica pasnovértéjumu un zinaSanu novértésanas testus, lai noteiktu savu zinasanu limeni
pirms un péc kursa. Dalibniekiem jabat digitalam pamatprasmém. Bez tam nav citu priekSnoteikumu studentu
zinaSanam vai prasmém.

Pasniedzéjiem bija arT iespéja piek|Gt misdienigai kursu macibu programmai, kas balstita uz jaunakajiem pétijumiem
partnervalstis; savas jomas ekspertu izstradati e-macibu materiali, kas papildinati ar vingrinajumiem studentiem, saitém
uz papildu lasamvielu (jaunako literatiiru), un saistitiem video resursiem. Sadi vini atjaunina un uzlabo eso$as zinaanas.
Pasniedzéji varéja uzzinat par inovativam macibu un macisanas metodém, pieméram, pasnovértéjuma testiem un
zinasanu testiem tieSsaistes vidé, ka ari simulacijam, kas atraktivi un rotaligi simulé realas situacijas.

Citi projekta labumu ieguvéji ir pedagogi, augstskolu darbinieki, izglitibas centri un uznéméjdarbibas sektors (darba
devéji un darbinieki). Vini arT gls labumu, paplasinot un padzilinot savas esosas zinasanas un kompetences, jltoties
drosak tieSsaisté, izvairoties no sensitivas/personiskas informacijas noplides un izvairoties no finansialiem
zaudéjumiem gan personigi, gan savas organizacijas.
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SULUERUELEREER |\ GSTAKAS 1ZGLITIBAS STUDENTI

e lzmantot izstradato materialu
e Praktizét uz spélém balstitas simulacijas
o Veikt pasnovértéjuma un zinasanu vértésanas testus

Sekundara merka grupa By ATt 1

¢ Pieeja izstradatajai masdienigai kursu macibu programmai un e-macibu materialiem

e Uzzinat par novatoriskam pasniegSanas un macisanas metodém, pieméram, pasnovértéjuma testiem, zinasanu testiem un
simulacijam

PEDAGOGI, UNIVERSITATES PERSONALS, IZGLITIBAS CENTRI UN
UZNEMEJDARBTBAS SEKTORS (DARBA DEVEJI UN DARBINIEKI)

e Pieeja izstradatajiem e-macibu materialiem

e Uzlabot esosas zinasanas un kompetences kiberdrosibas joma

Cita mérka grupa

Attels Nr. 1 Projekta mérka grupas

Apmacibas ilgums. leteicamais apmacibas ilgums ir 4-6 nedglas. Visa macibu programma ir 30 stundas; ta ir lidzvértiga
1 ECTS. lesakam veltit pasmacibai un vértésanai tadu pasu stundu skaitu vienam modulim. Kursa laika dalibniekiem
ieteicams pavadit 2-3 stundas nedé|a (apmacibas materiala lasiSanai, testu un scenariju risinasanai).

Paredzamais apmacibas laiks var at3kirties atkariba no apmacibas. Piedavatas témas un vingrinajumi/scenariji ir sadaliti
vienas dienas sesijas. Atvélétais laiks ir elastigs; tapéc precizs grafiks katrai dienai nav sniegts.

Trenerim ieprieks japarskata materials un japlano laiks, lai tas atbilstu konkrétajam apmacibas vajadzibam.
Kursa struktdra. Kursa programma ir sadalita ¢etras dalas:

1. levads kiberdrosib3a;

2. Parskats par kiberdrosibu ES

3. Kiberuzbrukumi — sociala inZenierija un pikskerésana

4

Kiberuzbrukumu izpratne un to risinasana
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«Si dala iepazistina ar kiberuzbrukumu izaicindjumiem uznémumiem Nozares 4.0 laikmeta, pieméram,
1. levads plasa mobilo tehnologiju, makondatosanas, lietiska interneta (loT) un lielo datu izmantosana, treso
kiberdrosiba pusu riski un pieaugoss draudu daudzums, tostarp draudi atseviskam valstim. Saja dala ir sniegtas art
kiberdrosibas joma izmantojamas un atrodamas definicijas.

2. Parskats par «Sis modulis iepazistina ar esoajam ES politikam un iniciativam, kuru mérkis ir veicinat kiberdroibas
kiberdrosibu ES koncepciju. Taja arf apspriesti kiberdrosibas juridiskie aspekti gan ES, gan visa pasaulé

3: . «Sis modulis iepazistina ar kiberuzbrukumiem, ipadu uzmanibu pievérsot pikskerésanai. Taja ir ari
Kiberuzbrukumi — detalizéti aplikots socialas inZenierijas un reversas socialas inZenierijas jédziens un socialas
sociala inZenierija inZenierijas ciesa saikne ar kiberuzbrukumiem. Modulis piedava ari dazadus pikskerésanas

uzbrukumu veidus un panémienus, ka arf realus gadijumu izpétes piemérus.

un pikskerésana

U LTSV LG TS @ &is modulis koncentréjas uz e-drodibas jédzienu un proaktivas pieejas nozimi kiberdraudiem,
izpratne un to izmantojot kiberhigiénas koncepciju. Taja ir arf sniegta detalizéta pieeja kiberuzbrukumu atpazisanai
risina%ana un apstradei, incidentu reagésanas planu izstradei un ievieSanai, lai mazinatu kiberuzbrukumu sekas.

Attéls Nr. 2 Kursa struktira

Detalizétu macibu programmu var atrast projekta timekla vietné www.cyberphish.eu

Tsa versija: https://cyberphish.eu/wp-content/uploads/2021/07/102-A1 EN_Cyberphish-Short-Curriculum-Final.pdf

Pilna versija: https://cyberphish.eu/wp-content/uploads/2021/07/102-A2 EN_Cyberphish-Full-Curriculum-Final.pdf

KOPEJAS APMACIBAS PROCEDURAS

Saja dala sniegti noradijumi par apmacibu organizé$anu. Seit ir ieklauti ari labas prakses ieteikumi, kas izmantoti
Kiberpikskerésanas izméginajuma apmaciba, tostarp anketa pirms apmacibas, prasibas dalibnieka registracijai, macibu
process un zinasanu testu nosacijumi.

Uzaicinajums uz apmacibam

Pienemsim, ka apmaciba tiek organizéta ka atsevisks kurss, kas nav iek|lauts augstakas izglitibas iestades macibu
programma. Tada gadijuma ieteicams majas lapa un/vai socialajos tiklos publicét sludinajumu ar dalibnieku uzaicinasanu
uz izméginajuma apmacibam vai nositit personigu ielligumu potencialajiem dalibniekiem pa e-pastu. Sis ielligums
informé potencialo dalibnieku par apmacibu primaro mérki, kursa ilgumu, kompetencém, kas tiks attistitas vai iegltas,
pikskerésanas uzbrukumu atpaziSana un sertifikaciju péc kursa pabeigSanas. Taja var blt ari saite uz registracijas
veidlapu.

Uzaicinajuma piemeérs ir sniegts pielikuma Nr.1. Faili ppt un pdf formatos ir pieejami vietné https://wiki.cyberphish.eu/.

levadsanaksme

Kursa sakuma, pirmaja tikSanas reiz€, ir svarigi veidot uzticibu starp pasniedzéju un dalibniekiem, motivét vinus un |aut
vienam otru iepazit. Informéjiet par konsultacijas formu (klatiené/attalinati) un biezumu, pieméram, reizi nedé|3, tris
reizes kursa laika (sakuma, beigas un vida). leteicams informét par problémam, ar kuram var saskarties registracijas laika
platforma (pieméram, apstiprinajuma e-pasta zinojums nonak surogatpasta mapé).

Tiksanas laika izskaidrojiet dalibniekiem, ka izmantot e-studiju vidi, |aujiet to izméginat un aiciniet vinus dalities ar
radusajam probléemam, lai vélak nebltu neskaidribu, kad kurss jau saksies. Sanaksme ietver ari ievadu
Kiberpikskerésanas kursa.

Anketa pirms apmacibas


http://www.cyberphish.eu/
https://cyberphish.eu/wp-content/uploads/2021/07/IO2-A1_EN_Cyberphish-Short-Curriculum-Final.pdf
https://cyberphish.eu/wp-content/uploads/2021/07/IO2-A2_EN_Cyberphish-Full-Curriculum-Final.pdf
https://wiki.cyberphish.eu/
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Lai novértétu apmacibu ietekmi uz dalibnieku zinasanu progresu, pirms apmacibu sakuma ieteicams izmantot anketu.
Izméginajuma apmacibas laika partneri izmantoja anketas, kas sastavéja no 20 jautajumiem. Anketa tika izstradata
angju valoda un lokalizéta partnervalstu valodas: igaunu, grieku, latvieSu un lietuviesu.

Jautajumi tika atlasiti no pasvértéjuma jautajumiem (20 no 60). Visiem dalibniekiem tika uzdoti vienadi jautajumi, bet
cita seciba. 57 anketa neietekmé dalibnieka rezultatus, bet |auj izmé&rit izmainas dalibnieka zinaganas.

Anketas aizpildisana aiznem no 20 lidz 25 minGtém. Pirms anketas aizpildiSanas dalibniekiem janorada sava e-pasta
adrese. Registréjoties kursa macibu vidé (www.cyberphish.vukhf.It) ieteicams izmantot to pasu e-pasta adresi.
Dalibnieki ir jainformé, ka viniem ir jaizmanto deriga e-pasta adrese. Macibu vide ir jaizmanto ta pati e-pasta adrese, kas
noradita dalibnieka registracijas veidlapa.

Janem veéra, ka pirmsapmacibas anketas aizpildisSana nav obligata. Tas ir tikai ieteikums, tacu So praksi var izmantot, ja
vélaties novértét apmacibu kursa ietekmi uz dalibniekiem.

TieSsaistes apmaciba

Péc Tsa ievada posma tieSsaistes apmaciba sakas un ilgst apméram vienu ménesi (4-6 nedélas). Apmacibu procesa
daltbnieki tiek iesaistiti dazadas macibu aktivitatés, izmantojot dazadas apmacibu metodes un formas, kas ietver, bet ne
tikai, e-macibu materiala apguvi, papildmaterialu lasiSanu, ar témam saistitu video skatiS8anos, paSnovértéjuma testu
veik§anu un zina$anu novértéianas testi un simulaciju risind3ana. Saja laika dalibnieki macas par kiberdrosibu, izprot
kiberuzbrukumus un socialo inZenieriju, uzzina, ka atpazit galvenas piksSkerésanas pazimes, izprot kiberuzbrukumu
risinaSanu, macas samazinat zaudéjumus, reagéjot uz incidentiem. Veiksmiga daltba apmacibas ir atkariga no dalibnieku
sp€jas planot savu laiku un aktivitates, ka ari sadarbibas ar treneriem un citiem komandas locek|iem.

Apmacibas rezultata ir sekmigi janokarto zinasanu vértésanas tests (rezultats vismaz 75%) un jasanem automatiski
generéts sertifikats. Apmacibu nosléguma dalibnieki ieglst jaunas zinasanas un prasmes, ko var izmantot sava ikdiena
(pieméram, meklésana interneta, personiska sazina socialajos tiklos, saruna pa telefonu ar svesiniekiem, macibas, savas
darbavietas utt.). Turklat vini arT vairo savu parliecibu.

E-studiju vides struktira

Cyberphish.vuknf.lt macibu platforma nodrosSina atvértu piekluvi macibu materialiem. Materialu var brivi apgit visas
personas, kas to vélas. Registracija nav nepiecieSama. Tacu, lai varétu atrisinat simulacijas, kas maca atpazit
pikSkeréSanas uzbrukumus, veikt paSparbaudes, zinaSanu novértéjuma testu un iegat sertifikatu, ir jablt registrétam
lietotajam.

Macibu materials. Izvélnu josla noklikSkinot uz pogas Macibu materials, lietotajs var redzét kursu modulus ekrana
kreisaja puseé. Ir ¢etri moduli: levads kiberdrosiba; Parskats par kiberdrosibu ES; Kiberuzbrukumi — sociala inZenierija un
pikskerésana; Kiberuzbrukumu izpratne un risinasana. Katrs modulis sastav no vairakam témam. Izvéloties gadijumu,
macibu materials paradisies ekrana centralaja dala. Lietotajs var lejupieladét materialus lietotaja datora, noklikskinot uz
saites Lejupieladet slaidus.

Pasnoveértéjumu testi. Registrétiem lietotajiem ir vairak iespéju. Viniem ir iesp&ja kartot pasnovértéjuma testu macibu
nolikos. Pasnovértéjuma testa poga paradas, kad students ir apguvis modula materialu. Tapéc studentam ir
janoklikskina uz pogas Izpildits, kad vins ir iepazinies ar katru modula tému. Kad visas témas moduli ir atzimétas ka
Izpilditas, kas nozimé, ka materials Saja moduli ir apgdts, tad ir iesp&ja kartot pasnovértéjuma testu, noklikskinot uz
pogas Pasnovértéjuma tests. Testa laika studentam tiek uzdoti pieci nejausi izvéléti jautajumi no ST modula.

Péc testa sistéma parada testa rezultatus, paradot studenta izvélétas atbildes, pareizas un nepareizas atbildes, testa
atbildem patéréto laiku un iegiitos punktus. Students var atkartoti kartot testu, noklikskinot uz pogas Atkartot. Atkartoti
kartojot testu, tiek uzraditi 5 nejausi jautajumi. PaSnovéertéjuma testu students var kartot neierobezZotu skaitu reizu.

Simulacijas. Registrétie lietotaji var risinat simulacijas. Sis simulacijas ir faktisko situaciju makets. Ekrana kreisaja pusé
virs modula témam ir poga Simuldacijas. Students jebkura laika var tos atrisinat. Simulacijas ir sagrupétas 7 grupas:
Vienotiba, patika, vienpratiba, konsekvence, autoritate, trikums un savstarpéjiba. lzvéloties simulaciju, tiek sniegts
situacijas apraksts. Simulacijas var darboties divos reZzimos: macibu nolikos un zinasanu parbaudes noltkos. Pirmaja
reZima simulaciju macibu nollkos, students redz savaktos punktus un kopéjo secinajumu simulacijas beigas. Simulacija
zinasanu parbaudei students apsver simulacijas laika izdaritas izvéles beigas un sanem atgriezenisko saiti ar
komentariem. Mentoram jaizlemj, cik simulacijas dalibniekam ir jaatrisina. Pieméram, izméginajuma laika katram
daltbniekam bija jaatrisina vismaz 20 simulacijas péc pasa izvéles.
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Zinasanu vértésanas tests. Registrétie lietotaji var nokartot zinasanu testu un sanemt sertifikatu. Poga Zinasanu tests
paradas ekrana kreisaja pusé virs kursa moduliem, kad students ir apguvis visu materialu un atziméjis visas témas ka
izpilditas. Tests tiek uzskatits par nokartotu, ja ir sasniegts vismaz 75% punktu skaits. Daltbnieki, kuri nokartos So gala
testu, sanems sertifikatu. Ja daltbnieks neiztur parbaudijumu, vins vai vina var atkartot témas un, vél kadu laiku veltot
macibam, var atkartoti kartot gala Zinasanu testu. Zinasanu testu var kartot tris reizes.

Reitingi. Sistéma apréekina reitingus, lai padaritu macibu procesu pievilcigaku studentiem. Kursa dalibnieks savu reitingu
un savaktos punktus var redzet kopvertéjuma tabula. Reitingi ir balstiti uz pasSnovértéjuma testiem un simulacijam.
Reitingiem var piek|at, izmantojot izvélnes vienumu Reitingi ekrana augsdala. Studenta simulacijas reitings tiek
aprékinats, summeéjot visu atrisinato simulaciju labakos rezultatus. Attiecigi studenta pasnovértéjuma testa reitings tiek
aprékinats, summeéjot visu kartoto testu labakos punktus.

Studenti var arl redzét savu macibu progresu. Tas tiek paradits virs kursa moduliem ekrana kreisaja pusé un lietotaja
izvélné ekrana augsdala lzmantojot lietotaja izvélni, students var mainit lietotajvardu un paroli, skatit savaktas
nozimites, pasnovértéjuma testu vésturi un simulaciju vésturi.

Sertifikati. Sertifikati (PDF formata) automatiski generéjas visiem dalibniekiem, kuri ir pabeigusi kursu un nokartojusi
zinaSanu novértéjuma testu vismaz par 75%. Sertifikata piemérs ir sniegts pielikuma Nr.2.

Péc kursa pabeigsanas visi daltbnieki sanems sertifikatus. Pabeidzot KiberpikSkerésanas kursu, akadémiskie kreditpunkti
netiek pieskirti.

Pieejamiba

Izstradatais e-kurss ir pieejams Cetras valodas: Anglu, igaunu, grieku, latviesu un lietuviesu. Tas ir pieejams vietné
https://cyberphish.vuknf.It/. Talak ir sniegts macibu platformas galvena ekrana atteéls.

English
Lietuviy

Eesti

=
-
-
== Latviski

Safeguarding your digital future

Attels Nr. 3 Mdcibu platformas galvenais ekrans

Labas prakses ieteikumi no Izméginajuma apmacibas. leteicams izstradat noteikumus un noradijumus studentiem.
Aptaujas anketas kursa sakuma un beigas nav obligatas. Citus rikus var izmantot ka parastaja apmaciba.

Noradijumi studentiem
Saja dala més aprakstam solus, organizéjot apmacibu:

1. solis. Anketa pirms apmacibas. Pirms apmacibas aizpildiet anketu. Noradiet derigu e-pasta adresi, kas tiks izmantota
ari e-apmacibas sistéma, aizpildot So anketu.

2. solis. Pierakstieties e-macibu vidé. Pierakstieties e-macibu vidé vietné https://cyberphish.vuknf.lt/login ar to pasu
e-pasta adresi, kuru noradijat anketa.

Piezime: Ja skoléns nav sanémis apstiprinajuma e-pastu no sistémas, nepiecieSams parbaudit surogatpasta mapi.
Apstiprinajuma e-pasts var nonakt surogatpasta/surogatpasta mapé.

3. solis. Piesakieties e-macibu vidé.

Piesakieties vietné https://cyberphish.vuknf.lt ar personigajiem akreditacijas datiem.
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4. solis. Macibu materiala apguve.

Péc pieteikSanas izpétiet visu macibu materialu, t.i., Cetras témas un apakstémas (skat. zemak). Atziméjiet ka izpilditu
péc katras témas izskatiSanas.

Témas un apakstémas:

1. levads kiberdrosib3a;

1.1. PriekSvésture — 4. industrialas revolicijas izaicinajumi;
1.2. Kiberdro$ibas vésture;

1.3. Kiberdrosibas definicijas

2. Parskats par kiberdrosibu ES;
2.1. Kiberdrosibas veicinasana Eiropas Savienib3;
2.2. Kiberdrosibas juridiskie aspekti;
2.3. Parskats par kiberdrosibas vides tendencém;

3. Kiberuzbrukumi — sociala inZenierija un pikskerésana;
3.1. levads kiberuzbrukumos;
3.2. Socialas inZenierijas moduli un manipulacijas;
3.3. Dazadi pikSkerésanas uzbrukumu veidi un panémieni;
3.4. Gadijumu izpéte;

4. Kiberuzbrukumu izpratne un to risinasana.
4.1. Pamatzinasanas par e-drosibu;
4.2. Proaktivas darbibas;
4.3. PikSkereéSanas uzbrukumu atpazisana;
4.4, Kiberuzbrukumu risinasana;
4.5. Bojajumu samazinasana lidz minimumam, reagéjot uz incidentiem,

5. solis. Izpildiet ¢etrus pasnovértéjuma testus. Péc katras témas apguves aizpildiet paSnovértéjuma testu.
6. solis. Palaist/atrisinat/veikt simulacijas. Macibu laika veiciet simulacijas ka studiju procesa sastavdalu.
7. solis. Veiciet zinasanu novértésanas testu. Visbeidzot nokartojiet pédé&jo testu ar vismaz 75%.

8. solis. Péc pédgja testa nokartosanas aizpildiet Péckursa anketu dalibniekiem par izméginajuma apmacibu.
Piezime: Sis riks tika izmantots izméginajuma apmacibas laika, bet citus rikus var izmantot ka parastajas apmacibas.

Nosléguma tikSanas

Nosléguma sanaksmei ir vairaki mérki: pirmkart, tas laika daltbnieki var aizpildtt pécapmacibas anketu, otrkart, dalibnieki
var izteikt savu viedokli par kursu. Nosléguma var apspriest zinaSanu novértésanas testa norisi, gratibas un izaicinajumus
atbildot uz jautajumiem un citus jautajumus.

Aptaujas péc kursa

Izméginajuma dalibniekiem tika IGgts aizpildit péckursa anketu péc pédéja testa nokartoSanas. Anketa sastav no
punktiem, kuros tiek lGgts sniegt visparigu informaciju, pieméram, e-pastu, dzimumu, nodarboSanos un jautajumiem
par dalibnieka zinasanu novértéjumu konkrétos kiberdrosibas jautajumos péc KiberpikskiréSanas apmacibas kursa
pabeigSanas, dalibnieka pieredzi, izmantojot simulacijas. Tiek uzdoti arT jautajumi par kursa mérkiem, tiessaistes formata
pieejas piemérotibu, kursa saturu, laika ilgumu, apmacibu un atbalstu, macibu platformas lietojamibu. Anketas piemérs
ir sniegts pielikuma Nr.3.

Treneriem un mentoriem arf tika IGgts aizpildit péckursa anketu péc izméginajuma. Anketa sastav no punktiem, kuros
tiek lGgts sniegt visparigu informaciju, pieméram, e-pastu, vardu, uzvardu, valsti, ka ari jautajumiem par kursa struktdru
un saturu, laika ilgumu, tému atbilstibu mérkauditorijai, kursa tému pilnigumu, cik liela méra kurss ir sasniedzis savu
mérki iepazistinot studentus ar kiberdroSibu un pikskerésanu. Anketas piemeérs ir sniegts pielikuma Nr.4.
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APRAKSTI, KA STRADAT AR E-PLATFORMU

Macibu materiali, kas izvietoti e-macibu vidé https://cyberphish.vuknf.lt ir pieejami visiem apmeklétajiem un ir bez
maksas. Macibu materials ir pieejams piecas valodas: Anglu, igaunu, grieku, latvieSu un lietuvieSu. Neregistréti
apmeklétaji var tikai apskatit macibu materialu, bet nevar pildit paSnovértéjuma testus, zinaSanu testus, nopelnit un
krat nozimites, veikt simulacijas vai sanemt sertifikatus. Lai klGtu par registrétu vietnes apmeklétaju, ir jaregistréjas.

Lietotaja rokasgramata ir  pieejama  dokumenta User_Manual_for_training-Participants.pdf  vietné
https://wiki.cyberphish.eu/. Saja dokumenta ir aprakstits, ka izmantot macibu platformu.

Pasniedzéju vide

Pasniedzéju vidé var sekot lidzi macibu sistéma registrétajiem daltbniekiem, vinu macibu gaitai procentos, apskatit
veikto pasnovértéjuma testu vésturi, simulaciju vésturi, zinasanu testu atzimes, ka ari pédgjas pieteiksanas datumu un
laiku.

Pasniedzéju vides pieteikSanas adrese: https://cyberphish.vuknf.lt/admin-panel. Pieteiksanas logs ir paradits zemak:

Kauno
fakultetas

[Email

Password

Atteéls Nr. 4 Pasniedzéju vides pieteiksanas logs

Kad pieteikSanas dati ir ievaditi, sistéma pasniedzéjam nodrosina dalibnieku sarakstu. Pasniedzéjs var sekot ldzi
daltbnieku macibu progresam pa valodam (anglu, lietuviesu, igaunu, grieku un latviesu). Pasniedz€&ja vides galvenais logs
ir paradits zemak:
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4 E % | Kouno
% 2 fakultetas
MENU LjserS ® Online
A Home
=& Change password
In English In Lithuanian In Estonian in Greek In Latvian
& Logout
Course Knowledge
Username Email Progress Self Evaluation Simulations results Last Login
. . Self Evaluation | Simulations History (21 2022-07-16
pagmail.oom Lo History ) 11:25:38
. - Self Evaluation | Simulations History (21 20220714
User @gmail.com 0% History /0) 15:13:23
e W ” Self Evaluation | Simulations History (21
kit ° History /0)
Self Evaluation | Simulations History (21 20220712
Users @gmail.com % Hls(ory( ) /0) " 08:08:38
Attéls Nr. 5 Pasniedzéja vides galvenais logs
Pasnovértéjumu parbauzu vesture
So informaciju var apskatit, noklikékinot uz dalibnieka pasnovért&juma vésturi:
Self Evaluation History - @gmail.com - English
Category Correct answers Started Ended Points
Introduction to Cybersecurity 4/5 2022-07-17 09:00:16 2022-07-17 09:01:58 431
Introduction to Cybersecurity 3/5 2022-07-17 08:49:56 2022-07-17 08:50:45 98
Introduction to Cybersecurity 0/5 2022-05-03 12:40:15 o]
Introduction to Cybersecurity 0/5 2022-05-12 10:02:25 o]
Introduction te Cybersecurity 0/5 2022-05-13 10:44:42 ")
Cybersecurity within the EU 0/5 2022-07-17 09:06:23 "]
Attéls Nr. 6 Dalibnieka pasnovértéjuma vésture
Simulaciju vésture
So informaciju var apskatit, noklikskinot uz dalibnieka simulaciju vésturi:
Simulations History - - English
ID Description Started Ended Points

As Bitcoin and other cryptocurrencies surged in price and popularity, hackers and cybercriminals became more interested in stealing it. You 2022-06 202206
28 are aware of the current profitability of bitcoin and you have received an email concerning bitcoin: FIRST PAYOUT IS READY FOR YOUR a0 0 500
CONFIRMATION Dear customer, Thank you for participating in cur bitcoin pregram, we want to inform you that your bitcein bonus is now 181410 1816:07

available and ready to be withdrawn.

2022-06- 2022-06-
2 You're receive an email about winning money. a9 09 500
18:16:27 18:17:15

You are an accountant who has worked for company “Future Solutions" for 25 years. You communicate with your boss, John Smith, on a daily 2022-06- 2022-06-

4 basis by email. This morning you received an email from your manager asking you to read a document and let him know if you agree with a 09 09 500
new company policy. 18:17:59 18:18:36
You are a company accountant and receive an email from your partner company requesting to transfer funds. In the email there is an ask to 2022-06- 2022-06-

6 update bank account details, as your partner has switched their banking provider. It sounds like a legit request as you get them from time to a9 09 200
time. 18:20:35 18:20:50
You are a company accountant and receive an email from your partner company requesting to transfer funds. In the email there is an ask to 2022-06- 2022-06-

6 update bank account details, as your partner has switched their banking provider. It sounds like a legit request as you get them from time to a9 09 100

Attels Nr. 7 Dalibnieka simuldciju vesture
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DARBS AR INOVATIVAM METODEM (T.l., SIMULACIJAS METODES,
LEKCIJAS, SEMINARI, PRAKTISKAS APMACIBAS, INTERNETA RIKU
LIETOSANA U.C.)

Simulacija imité realus pikskerésanas uzbrukumus, paradot procesu lietotajam rotaliga forma.

Simulacijas galvenais mérkis ir palidzet cilvekiem uzlabot kritisko domasanu saistiba ar kiberdroSibu un pikskeresanu,
atpazistot pikSkerésanas, surogatpasta, kiberhuliganisma u.c. gadijumus. Pamatojoties uz 101, tika izstradati ieteikumi
simulacijam, koncentréjoties uz realas dzives gadijumu izpétes pielagosanu macibu procesam.

Simulacija ietver situacijas aprakstu, mérki, varonus, uzbrukuma veidu un vairakas (3-4) atbildes iesp€jas lietotaja ricibai.
Simulacijas tika izstradatas, lai novertetu iespéjamo/varbitéjo lietotaja ricibu, vina iespéjamos apsvérumus/bazas un
lemumus 3ada situacija. Piedavatas simulacijas sastav no trim dziluma Iimeniem. Kad ir izvéléts viens no
problémas/situacijas variantiem, tiek ietekméti un paraditi turpmakie iesp&jamie risinama gadijuma varianti.

Tiek Tstenota simulacija macibu un zinasanu parbaudes nolikos. Atrisinot simulaciju macibu nolikos, students redz
savaktos punktus un kopéjo secinajumu simulacijas beigas. Atrisinot simulaciju zinasanu parbaudes nolika, students
redz simulacijas laika izdaritas izvéles un simulacijas beigas sanem atgriezenisko saiti ar komentariem. Ja simulacija
tika atrisinata nepareizi, lietotajam ieteicams simulaciju atrisinat vélreiz.

12
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SECINAJUMI UN IETEIKUMI

Sis dokuments ir izstradats visiem pasniedzéjiem un mentoriem, kuri sniedz padomus un apmaca studentus. Projekta
konsorcijs cer, ka vini atradis noderigus noradijumus par to, ka lietot sistemu un ka nodrosinat apmacibu cilvekiem, kuri
vélas uzzinat par kiberuzbrukumiem, jo Tpasi pikSkeréSanu un socialo inZenieriju, ka arf uzzinat, ka atpazit galvenas sadu
draudu pazimes. Potencialajiem lietotajiem ir nepiecieSamas pamata digitalas prasmes. Citu priekSnoteikumu attieciba
uz lietotaja zinaSanam vai prasmém nav.

Studentiem un darbiniekiem trikst zinaSanu par pikskerésanu, socialo inZenieriju, kiberuzbrukumiem un vinu datu
drosibu, liecina projekta partneru 2020. gada lIgaunija, Kipra, Latvija, Lietuva un Malta veiktais pétijums (sk.
https://cyberphish.eu/wp-content/uploads/2021/07/I01-A1 EN_CYBERPHISH-REPORT survey-results.pdf). Tas noved
ne tikai pie personas datu un personigo finansu zaudéSanas pikskeréSanas vai kiberuzbrukuma gadijuma, bet ari
uznémumu/organizaciju sensitivas informacijas un finansu resursu zaudésanas.

Pamatojoties uz partnervalstls veikto pétijumu (sk. https://cyberphish.eu/wp-content/uploads/2021/07/101-
A2 EN CYBERPHISH-REPORT study-analysis.pdf) par augstakas izglitibas programmam, kas saistitas ar kiberdrosibu, ka
ari par privato uznémumu piedavatajam kiberdrosibas apmacibu programmam, ir izstradata macibu programma, kas
aptver ¢etrus modulus:

e |evads kiberdrosiba;
e  Parskats par kiberdrosibu ES;
e  Kiberuzbrukumi — sociala inZenierija un pikskerésana;
e  Kiberuzbrukumu izpratne un to risinasana
Lai iegltu papildinformaciju par to, ka sagatavot pasniedz&jus un mentorus apmacibam, skatiet pilnu Kiberpikskerésanas

kursa macibu programmu (sk. https://cyberphish.eu/wp-content/uploads/2021/07/102-A2 EN_Cyberphish-Full-
Curriculum-Final.pdf)

Kiberpikskerésanas apmacibas kursu izméginajuma apmacibas dalibnieki novértéja atzinigi. Vini atzina ta lietderibu
ikdienas ar IT saistitajas darbibas gan parastajiem lietotajiem, gan uznémuma darbiniekiem. Plasaka informacija tiks
sniegta zinojuma 106 A2: Kursa 1steno3anas vadlinijas.

TieSsaistes macibu kurss integré apmacibu materialu PDF formata — kodoligi un skaidri, neparslogojot apmacamos ar
apjomigu lasamo materialu. Tiem, kas vélas uzzinat vairak par konkrétu tému, katra PDF dokumenta beigas ir noraditas
saites uz aréjiem avotiem.

Pasnovértéjuma testi un simulacijas tiek izmantoti, lai palidzétu dalibniekiem labak asimilét macibu materialu.
Simulacijas nodrosina atgriezenisko saiti, kas palidz vai nu parskatit macibu materialu, vai apgit jaunas lietas. Turklat
kursa laika simulacijas var izmantot divos reZzimos: macibam un zinasanu parbaudei.

Kurss var bt paredzéts studentiem ka kursa dala, ka papildmaterials vai ka atsevisks modulis/kurss.
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INFORMACIJAS AVOTI

1. 101 Al: Zinojums par pikskerésanas un prasmju trikumu atpazisanu
https://cyberphish.eu/wp-content/uploads/2021/07/101-A1 EN CYBERPHISH-REPORT survey-results.pdf
2. 101 A2: Esoso kiberdrosibas apmacibu programmu analize.
https://cyberphish.eu/wp-content/uploads/2021/07/101-A2 EN CYBERPHISH-REPORT study-analysis.pdf
3. 102 Al:1sa macibu programmu versija izplati$anai
https://cyberphish.eu/wp-content/uploads/2021/07/102-A1 EN Cyberphish-Short-Curriculum-Final.pdf
4. 102 A2: Paplasinata macibu programmu versija macibu materialu izstradei un apmacibam
https://cyberphish.eu/wp-content/uploads/2021/07/102-A2 EN_Cyberphish-Full-Curriculum-Final.pdf
5. User_Manual_for_training-Participants.pdf
[saite]
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Pielikumi

Pielikums Nr. 1. TieSsaistes uzaicinajuma uz KiberpikskeréSanas kursu piemeérs

=
We kindly invite you to participate in the
online course about phishing!

Registration to online training: <link>

C?)

Duration of pilot training 4-6 week

You will learn about phishing attacks through an online training
material and a scenarios in which you will have to recognise
whether or not it is a phishing case and what actions you would
take in such a situation.

A

The scenarios tool will help you better understand fraud and
gain knowledge interactively.

All course participants completed the course will be awarded
certificates.

Participants completed course with highest scores will be
awarded prizes.

Course participants will develop competences that will help
them to highlight threats and take appropriate preventive
measures.

More information about the CyberPhish project:
https://cyberphish.eu/

@ Q& 0 M

Trainings are organized in the framework of the 4 f\ CyberPhi
CyberPhish (Safeguarding against Phishing in the age of 4th == Safeguordng your dighal fufure
Industrial Revolution) project which is funded under the

Funded by the
Erasmus+ programme. Erasmus+ Programme

of the European Union
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lzdrukata uzaicinajuma uz Kiberpikskerésanas kursu piemeérs

=
We kindly invite you to participate in the
online course about phishing!

] Registration to online course:

Name and Surname

Name of education institution

Email

Duration of pilot training 4-6 week.

ﬁ You will learn about phishing attacks through an online training
"=\ material and a scenarios in which you will have to recognise whether
or not it is a phishing case and what actions you would take in such a
situation.

1 The scenarios tool will help you better understand fraud and gain
knowledge interactively.

All course participants completed the course will be awarded

~ certificates.

Participants completed course with highest scores will be awarded
prizes.

Course participants will develop competences that will help
them to highlight threats and take appropriate preventive
measures.

Trainings are organized in the framework of the CyberPhish
(Safeguarding against Phishing in the age of 4th Industrial Revolution)
I. project which is funded under the Erasmus+ programme.

All personal data contained in this document is collected during the implementation of the Erasmus + Program (2014-2020),
according to the European Commission's regulations. These will be stored and processed by Program Beneficiary
Organizations, NA, EC in accordance with Regulation (EU) 2016/679 of the European Parliament and of the Council of 27
April 2016 on the protection of individuals with regard to the processing of personal data and the free movement of these
data and repealing Directive 95/46 / EC (General Data Protection Directive - GDPR). The beneficiary organizations of the
Program, EC, NA will store and process these data according to Regulation (EC) no. No 45/2001 of the European Parliament
and of the Council of 18 December 2000 on the protection of individuals with regard to the processing of personal data by
the Community institutions and bodies and on the free movement of such data. During the event, photographs and / or

films will be taken for purposes of promoting and disseminating the results of Erasmus + funded projects. The materials will - Funded by the

CyberPhi:

A\
== Safeguording your digital future

not affect your personal or institutional image. By registering to this event you consent to being filmed and / or Erasmus+ Programme
photographed for the aforementioned reasons. of the European Union
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Pielikums Nr. 2. KiberpiksSkerésanas kursa pabeigSanas sertifikata piemers

CERTIFICATE

OF COMPLETION ONLINE COURSE

c/Vamzecsﬂwmamw

has successfully completed the online training course

Safeguarding against Phishing in the age of 4th Industrial Revolution

This certificate was awarded on ___12May, 2022

3 Project funding source: Erasmus+ KA2 Strategic Partnerships. Funded by the
>vaerpf 1 CyberPhish Project No 2626-1-LT81-KA283-878678, Erasmus+ Programme
¥/ https://cyberphish.eu of the European Union
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Pielikums Nr. 3. Péckursa anketas piemérs Kiberpikskerésanas kursa daltbniekiem

"y
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Post-Course Questionnaire for
participants

This survey is part of an EU funded CyberPhish project to design and develop e-learning
materials, blended learning environment, knowledge and skills self-evaluation and
knowledge evaluation system simulations for students and other users in order to prevent
from phishing attacks, raise competencies in this area for identification and prevention of

threats.

This survey will gather information from course participants who have completed the
CyberPhish course. The data will only be used for the purpose of the project.

The survey should take approximately 10-15 minutes to complete.

Thank you for your cooperation and your time.m

@ I @ gmail.com (nebendrinama) &
Perjungti paskyra

*Privaloma
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Gender *

O Male
(O Female
(O other

QOccupation *

(O student
(O Employee
O Self-employed

O Business owners

O Other
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How would you evaluate your knowledge on these cybersecurity subjects after  ~*
finishing the CyberPhish course

| have gained a lot of | have improved my ,
| haven't learnt

new knowledge knowledge about anvthing new
about phishing phishing ything
Legal Aspects of
Cybersecurity O O O

The tendencies of

Cybersecurity O O O

landscape

Social engineering

O
O
O

Psychological
aspects of social
engineering

O
O
O

Types of Phishing
Attacks and
Techniques

O

Recognising
Phishing Attacks

Proactive actions of
cyber incidents

Handling Cyber-
attacks

o O O O
o O O
O O O O
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@

How would you evaluate your knowledge on these cybersecurity subjects after  *
finishing the CyberPhish course

| have no
opinion

Introduction to
Cybersecurity O O O O

Satisfied Neutral Dissatidfied

Overview of

Cybersecurity O O O O

within the EU

Cyber-attacks -

Social
Engineering and O O O O

Phishing

Understanding

and Handling O O O O

Cyber-attacks

Your experience using simulations *

| have no

Strongly helped Helped Not helped opinion

Did the
simulations help

to improve your
skills O O O O

recognising
phishing?
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Please rate your experience of the following elements of the CyberPhish course? *

| had a clear
understanding of
the course
objectives

| found the online
approach to
learning was
suitable for the
course

| found the
course content
covered the
course objectives

| found the
amount of time
given to
complete the
course to be
ample

| found the
training and
support
throughout the
course to be
appropriate

Strongly agree

O

Agree

O

Disagree

O

Strongly
disagree

O
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| would

recommend this

course to other O O O O
people

The online

learning platform O O O O

was easy to use

What are the main benefits you gained from completing the CyberPhish course?
(Please provide one or two sentences)

Jusy atsakymas

Was there anything missing from the course or anything that could have been
improved? (Please provide one or two sentences)

Jusy atsakymas

Thank you for your participation in this survey and for completing the CyberPhish course!

m G Puslapis 1§ 1 Valyti forma
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Pielikums Nr. 4. Péckursa anketas piemérs KiberpikSkerésanas kursa pasniedzéjiem,
konsultantiem un mentoriem

Funded by the
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of the European Union

" Sofeguarding your digital future

Post-Course Questionnaire for trainers/
consultants/ mentors

This survey is part of an EU funded project to design and develop e-learning materials,
blended learning environment, knowledge and skills self-evaluation and knowledge
evaluation system simulations for students and other users in order to prevent from
phishing attacks, raise competencies in this area for identification and prevention of
threats.

This survey will gather information from CyberPhish course
teachers/consultants/mentors. This survey will help to evaluate the project’s pilot
trainings.

The survey should take approximately 10-15 minutes to complete.

Thank you for your cooperation and your time.

&) I gmail.com (nebendrinama) &
Perjungti paskyra

*Privaloma
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Name *

Jusy atsakymas

Country *

Lithuania
Latvia
Estonia

Malta

O OO 0O

Cyprus
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Please indicate how strongly you agree or disagree with the following statements *

Neither
Strongly . Strongly
aaree Agree agree nor Disagree disagree
g disagree

The structure and
content of the

course motivated O O O @) O

participants to
complete it.

The time
provided for

participants to
pilot course was
sufficient.

Areas of topics
covered by the

coursewere
appropriate for O O O O O
the target

audience.

The appropriate
amount of detail

was provided for

the topics O O O O O
covered by the

programme.
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What other additional support or resources could have helped to organise the
course

Jisy atsakymas

Please indicate how much you agree or disagree with the following statement *

Fully achieved Aclhleved toa Achieved to a Not achieved
high extent low extent

To what extent
has CyberPhish
achieved its goal

of introducing O O O @,

cybersecurity
and phishing to
students

Other comments, suggestions

Jusy atsakymas

Thank you for your participation in this survey and for completing the CyberPhish course!
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