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2XETIKA ME TO EPTO

H amatn anotelel éva and ta peyaAltepa mpoBAAHaATO TOV TEAEUTALO KALPO, KABWGE OL EYKANUATIEG TOU KUBEPVOXWPOU
XPNOLLOTIOLOUV TAXUTEPEG KOLL TILO KOUWVOTOMEG TEXVOAOYLEG YLOL TNV TIPAYLOTOTIONON EKOTPATELWV AMATNG. H avamtuén
NG mpootaciag amno To phishing pe tn orBela Tou avBpWIOU AMALTEL TNV EKMALSEVON TWV XPNOTWY, WOTE VA UIMopPoUV
va avayvwpilouv Kat va avtamnokpivovtal katdAAnAa otig embéoelg phishing.

To €pyo otoxeVEel oTnV ekmaibeuon Twv dolTNTWY TWV EPUUATWYV TPLToPAbuLag ekmaideuong, Twv EKMALSEUTIKWY, TOU
TIAVETILOTNULOKOU TTPOOWTTLKOU (AN TNG KOWOTNTOC), TWV EKTTALSEUTIKWY KEVTPWY KOL TOU ETLXELPNUATIKOU TOUEQ
(epyodoteg kal epyaldpevol). EmutAéov, To £pyo aAmOOKOMEL emiong otnv evBdppuvon NG KPLTIKAG okéPng thg opadac-
OTOXOU OTOV TOUEQ TG 0LoPAAELOC OTOV KUBEPVOXWPO.

H opdada €pyou €xel avamrtuéel €va mMPOypapa Omoudwy, UAKO NAEKTPOVIKNAG MABNoNG, éva WUIKTO mepLBailov
pHabnong, teot autoafloAoynaong, cuotnua afloAdynong Kot afloAdynong YVWOEWV KOl TIPOCOMOLWOELG e Baon
mavidla yla Toug padnTég kot AANOUG XPOTEG yLa TNV mpootacio amno entbécelg phishing, kaBwg kat yta tnv avamtuén
KavoTATwV 1ou Ba Toug BonBrioouv va yvwpllouv Tig anelAég Kal va AapBAavouv KATtaAAnAa MPOANTTIKA LETPAL.

Ta kUpla TVEUATIKG artoteAéopata sivat:

1. Avdhuon tng HEAETNG KAl ouoTAOELS: Altoduyr] emiBéoswv phishing kat BeAtiwon TN KPLTIKAC OKEYNC,
2. Npdypappa croudwy,

3. HAEKTPOVIKO EKTTALSEUTLKO UALKO,

4. NpooouolWoELS yla TV eknaibeuaon (gamification),

5. Zuotnuata autoafloAdynong Kal afloAdynong yVwoswy,

6. MeB060AOYIKEG KATEUBUVTNPLEG YPOAUMEG VLA TOUG EKTIALEEVUTEG KaL TNV epappoyn tng evotntag CyberPhish.

KATEYOYNTHPIEZ TPAMMEZ lINA THN OPTANQ2H THZ KATAPTIZH2

Mpotdoelg kat kaBodnynaon yLa TNV opyavwaon TnG KATAPTLONG TWV CUUUETEXOVTWY oTnV evotnta CyberPhish.

To nadnua Cyberphish Ba unopouce va opyavwBel XpnoLLOTOLWVTAC L0 TIPOCEYYLON ULKTAG LaBnong, cuvdudlovtag
Stadiktuakég kat Sta Lwong peBodoug SidaockaAiag. Autd onuaivel otL n Sladlkacio AMOKINONG YVWOEWY Kal
Se€lottwyv Paoiletal t6co ot dla {wong 0co kal oe Sladiktuakn dtdackaAia: oepvapla uTd TV KaBodnynon evog
AéKTOpO, QVEEAPTNTN EPYOOLA TWV CUUUETEXOVIWV UE TN XPNon SLaSIKTuakol eKMALSEUTIKOU UALKOU KOl OLOKNOELG
opadIkng ouvepyaciag.

Elval onUavTLKO OL CUMHIETEXOVTEG VOL UITOPOUV val £XOUV TNV UTIOCTAPLEN ToU SLEACKOVTO OE OMOLOSATIOTE CNELD TNG
pabnolakng Sladikaotlag (eKTOg amo tnv TeAkr afloAdynon Twv yvwoewv), SnAadr) va Umopouv va KAVOUV EPWTHOELS
evlladépovtog, va {nTtouv BonBeta av amotuyouyv ) Sev kataAaBaivouv Mwg va KAVOUV HLa Epyacia Kol Vo AapBavouy
umootnpLén Kat avatpododotnon amd toug SLEACKOVTEG.

Ouada-otoxog. Ot dpoltnTEC TG TpLtofabutag ekmaibsuong anoteAolv TNV KUPLA OUASA-0TOXO TOU TAPOVTOC £PYOU.
Kata tn &lapkela TG TAOTIKAG KATAPTIONG emAéxBnkav ¢oltnTtég and SLodopeTIKA TPOYPAUUATA OToudwy.
XpNoLUOTOoiNoaV TIPONYHUEVO EKTIALOEUTIKO UALKO, £€0OKNONKAV O TMPOCOUOLWOEL PACLOUEVEG O TOLXViOL Kal
TipaypaTonoinoav TeOT aUTOAELOAOYNONG Kal a§LOAOYNONG TWV YVWOEWV YloL VA TIPOCSLOPIoouV To eMimedo Twv
YVWOEWV TOUG TIPLV KOl UETA TO MABNpa. OL CUMUETEXOVTEG TIPETEL va Slabétouv Bacikég deflotnteg Yndlakol
YPOUUATIOMOU. EKTOG amd autd dev UTtApXouV GAAEG MPOUTIOBEDELG YL TIG YVWOELG ) TLG S€ELOTNTEC TWV CTIOUSACTWV.

O ekmaldeutikol elyav emiong mpooPacn o €va cUyXpovo TPOypaLa oTtouSwv mou Baciletal oTLG TEAEUTOLEG EPEUVEG
OTLG XWPEC ETALPOUC- UALKO NAEKTPOVIKAG LABNoNG mou avamtuxdnke amno el6LkoU¢ 0TOV TOUEQ TOUG, EUTTAOUTLOMEVO UE
OlOKNOELG YLa TOUG HaBNTEC, OUVEECUOUC TTPOG MPOOBETO avayvVWOTIKO UALKO (mpoodatn BLBAloypadia) Kol OXETIKES
TinyEg Bivteo. Me Tov TPOTO QUTO ETKALPOTMOLOUV Kal BEATLWVOUV TIG UTIAPXOUOEC YVWOELG Toug. OL ekmatdeutikol Ba
pmopovacay va HAaBouv yLa KovoTtopes peBodoug Stdaokaliag kal Hdbnong, OTwG oL AUTOSOKLUEG KAl TA TECT YVWOEWV
oe Sladiktuakd meplBaAiov, KaBwE Kol Ol TIPOCOLOLWAOELG, OL OTIOLEG TIPOCOUOLWVOUV EAKUCTIKA KOL HE TALyVIWn
TPOTIO KATAOTACELS TNG TPAYHATIKAG {WAC.

AMoL Sikatolyol ou emnpedlovtol amd To £€pyo €lval Ol EKTALSEUTIKOL, TO MPOCWTIKO TWV TAVEMLOTHUiWY, Ta
EKTIOLOEUTIKA KEVIPA KAL O ETIXELPNUATIKOG TOUEaG (epyodoteg kal epyalopevol). Oa enwdeAnBolv emiong
Sleupuvovtac kot epBabuvovtag TIG UTTAPXOUCES YVWOELG KOL LKOVOTNTEC TOUG, ViwBovtag aodpaléotepol oto Sladiktuo,
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arodevyovrag tn Slappor guaicOnNTwv/mPocwrikwy MANPodopLWV Kal armodeUyoVTOC OLKOVOULIKEG QMTWAELEG, TOCO
TIPOOWTTLKA GCO0 KAl 0TOUG OPYOVLOUOUG TOUG.

L ) O (DOITHTES TPITOBAOMIAS EKTAIAEYSHE

*Xprion avartuypévou UALkoU
¢ E€doknon og MPooouowWwaoelg tou Baacilovral og matyvidia
® EKTeAEOTE TEOT QUTOOELOAGYNONG KL 0§LOAOYNONG YWVWOEWV

Agutepelovoa opada-
oTOX0G AAIKAAOI/EKNAIAEYTEX

*MpdoPacn og éva oLYXPOVO TPOYPAUUA OTIOUSWV Kot UALKO NAEKTPOVIKAG LABnong mou €xet avartuxBei
¢ MdBete yla kawvotopeg pebddouc Stbaokahiog Kat LABNoNG, OMwE AUTOSOKLUES, TECT YWWOEWVY KAL T(POCOUOLWOELG

EKMAIAEYTIKOI, MANENIZTHMIAKO NMPOZQMNIKO, EKMAIAEYTIKA KENTPA KAI
ENIXEIPHMATIKOZ TOMEAS (EPTOAOTEZ KAl EPTAZOMENOI)

¢ MpdoPacn og UALKO NAEKTPOVIKAG LABNong mou avantuxdnke

¢ Evioxuon twv UGLOTAUEVWY YVWOEWV KOL LKAVOTATWY OTOV TOHEN TNG A0PAAELOG OTOV KUBEPVOXWPO

AN

Sxnua 1 Ouadeg-otoyoL tou Epyou

Awdpkela katdptiong. H ouviotwpevn Slapkela TG Katdptiong eivat 4-6 eBSopuddec. To cUVOAO TOU MTPOYPAUUATOG
omoudwyv eival 30 wpeg- tooduvapei pe 1 ECTS. Mpoteivetat va AndOei urtdodn o idlog aplBudc wpwv ava svotnta yla
outoeknaidevon kot afloAdynon. UVIOTATAL Ol CUMMETEXOVTEG Vo adlepwvouy 2-3 Wpeg thv epSopdda katd tn
Slapkela tng ekmaidsuong (avayvwon ekmatdeutikol UAKOU, eTtiAuCn TECT KAl oEvVapiwy).

O eKTLWUEVOG XpOvog ekmaibeuong umopel va Sladépel avaloya pe tnv ekmaibevon. Ta Ofpata kat ot
QOKNOELG/oevapLa Tou mapexovtal wpilovtol o PovonuePeg ouvedpieg. O SLaTOEPEVOG XPOVOC Elval EUEALKTOG- WG
€k ToUToU, 6ev mapéxeTal akpLBEG xpovodlaypaupa yia Kabe nuépa.

O ekmatdeutic Oa TPEMEL va HEAETAOEL TO UALIKO €K TWV TIPOTEPWV KAl VO TIPOYPAUUATIOEL TO XpOVO avAaAoyo UE TLG
OUYKEKPLUEVEG EKTIOLEEUTIKEG OIVAYKEG.

Aopr) Tou padipatog. To mpoypappa ortoudwy tou padbrparog eivat Sounuévo o téooepa Pépn:
1. Ewaywyn otnv kuBepvoacdalela,
2. Emokomnnon tg aoddalelag otov KuBepvoxwpo otnv EE
3. EmBéoelg otov kuBepvoxwpo - Social Engineering kat Phishing
4
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©3TO MAPOV EPOG TTAPOUCLATOVTAL OL TIPOKANOELG KUBEPVOETILOECEWV YLOL TLG ETILXELPHOELG OTNV ETTOXI TNG
Blopnyaviag 4.0, 6nmwg n eupeia Xxprion Twv TEXVOAOYLWY KVNTHG TNAEPWVIAG, N UTOAOYLOTLKY VEPOUG, TO
AtaSiktuo Twv mpaypdtwy (1oT) kat ta peydAa dedopéva, oL kivduvol Tpitwv Kat oL au€avopeveg ametleg,
oupnepAapBavouévwy Twv anethwy and eBvViKA Kpdtn. £& aUTO To LEPOG TTOPOUCLAOVTOL ETIIONG OPLOUOL
TIOU XPNOLUOTIOLOUVTAL KOl CUVAVTWVTOL OTOV TOpEN TNG KUBEPVOATHAAELOS.

1. Elcaywyn otnv
KuBepvoaodalela

2. Emokomnnon tg

aodbdAelac otov o H evotnTa aUTH TOPOUGLATEL TLG UPLOTAMEVEG TTOALTLKEG Kot TipwToBoulieg tng EE mtou amookomnoluv otnv

. npowBnon TG Evvolag thg KUBEPVOOoPAAELG. SUINTA EMILONG TLG VOLLKEG TITUXEG TNG KUBEPVOOTPAAELOG
KuBepvoxwpo otnv TO00 VTG tng EE 600 Kat mayKoopiwg.
EE

3. ET[LBE’OELQ oToV ® AUTH N evOTNTA ELOAYEL TIG EMBETELG OTOV KUBEPVOXWPO e WSLaitepn éudaon oto Phishing. EuBabuvel
KuBepvoxwpo - Social €MIONG AEMTOUEPWG OTNV £VVOLOL TNG KOWWVLKIG LNXAVLKNG KOL TNG QVTLOTPOPNG KOWWVLKNG LNXOVLKAG KA

) A oTNV LoXupr 6UVEECN TNG KOWWVLKAG KNXOVLIKAG LLE TLG ETULBETELS 0TOoV KUBEPVOXWPO. H evotnTa mapouctalet
Engineering kat emiong S1ddopoug TUTIOUG EMBECEWV KoL TEXVIKWY phishing pali pe mpaypotikd mapadeiypora peAETNG
Phishing nEePIMTWongG..

; * AUTH N EVOTNTA ETUKEVIPWVETAL OTNV €VVOLA TNG NAEKTPOVLKNG Ao AAELOG KOl OTN onpacia tng utoBETnong
4. Katavonon kat ULOLG T(POANTITIKAG TIPOCEYYLONG TWV AMEMWV GTOV KUBEPVOXWPO HECW TNG EVVOLAG TNG KUBEPVOUYLEWVAG.
XELPLOUOG MapéxeL emiong pia AEMTOLEPH TIPOCEYYLON CXETIKA [E TOV TPOTIO QVAyVWPLONG KOL XELPLOKOU
KUBEPVOETLOETEWV KUBEPVOETIBETEWY, TNV AVATTTUEN Kol EPAPUOYT OXESIWV AVTLLETWITLONG TIEPLOTATIKWY YLa THV
€NOXLOTOTIOINON TWV EMUTIWOEWV TWV KUBEPVOETILOECEWV.

Zxnua 2 Aoun tou padiuatog

To avaAutiko mpdypappa ortoudwv propei va Bpebel otnv Lotooehida tou épyou www.cyberphish.eu
Juvtoun  ékdoon:  https://cyberphish.eu/wp-content/uploads/2021/07/102-A1 EN_Cyberphish-Short-Curriculum-
Final.pdf

MARpNg €kboon: https://cyberphish.eu/wp-content/uploads/2021/07/102-A2 EN Cyberphish-Full-Curriculum-
Final.pdf

KOINEZ AIAAIKAZIEZ KATAPTIZHZ

AUTO TO HEPOG KaBodnyel TNV opydavwaon TG KAtaptiong. ESw mepthapuBavoupe eniong cuoTtAcelg opOr ¢ MPAKTIKAG TTOU
xpnowlomowiOnkav katd tn OSldpkela TG TUAOTIKAG ekmaideuong CyberPhish, cuumepl\apfavopévou evog
£PWTNUATOAOYIOU TIPLV Ao TNV EKMAISEVON, TWV AMALTHCEWYV YL TNV gyypadn TWV CUUETEXOVTWY, TNG LABNGCLOKAG
Sladikaoiag Kot Twv Opwv yLa EVa TECT YVWOEWV.

MpdéokAnon yLa Katdption

AG UTIOB£C0OULE OTL N KATAPTLON OPYOVWVETAL WG EEXWPLOTO HABNUa Ttou Sev mepAaBAVETAL OTO TPOYPAUUA CTIOUS WV
Tou 6pupatog Tprtofabulag ekmaibeuong. e auth TNV MEPUTTWON, ocuviotatal n dnuocievuon avakolvwong He
T(POOKANGN TWV CUUUETEXOVIWV OTNV TUAOTLKY KOTAPTLON OTOV LOTOTOTO /Kol 0Ta KOWWVIKA SikTtua f n armooTtoAn
TIPOOWTTLKAG TIPOOKANGNG O0TOUG SUVNTIKOUC CUUETEXOVTEG MECW NAEKTPOVIKOU Taxudpopeiou. H mpdokAnon auth
EVNUEPWVEL TOV SUVNTIKO CUPUETEXOVTA OXETIKA LE TOV TPWTOPXLKO OTOXO TNC KATAPTLONG, TN SLAPKELD TOU pHabrpartog,
TI¢ avantuxBeioeg N amoktnBeioeg (kAvOTNTEG otV avayvwplon embéocswv phishing kal tnv motonoinon peta tnv
oAokApwaon Tou padruatog. Oo UmopoUacE EMIONG VO TTEPLEXEL TOV OUVEECUO TIPOG TN dopua eyypadng.

MNapadetypa mpookAnong mapatiBetal oto mapdptnua 1. Apxeia o popdn ppt kat pdf eivat Stabéoipa otn Stevbuvon
https://wiki.cyberphish.eu/.


https://cyberphish.eu/wp-content/uploads/2021/07/IO2-A1_EN_Cyberphish-Short-Curriculum-Final.pdf
https://cyberphish.eu/wp-content/uploads/2021/07/IO2-A1_EN_Cyberphish-Short-Curriculum-Final.pdf
https://cyberphish.eu/wp-content/uploads/2021/07/IO2-A2_EN_Cyberphish-Full-Curriculum-Final.pdf
https://cyberphish.eu/wp-content/uploads/2021/07/IO2-A2_EN_Cyberphish-Full-Curriculum-Final.pdf
https://wiki.cyberphish.eu/
https://wiki.cyberphish.eu/
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EloaywyLlKr) ouvavtnon

TNV apxn Tou HaBApaTog, Katd TNV MPWTN cUVAvTNon, ival onpavtikd va olkodounBel epmiotoolvn petatd tou
EKTIUSEVUTH KOl TWV GUUUETEXOVTWY, va TtapakivnBolv Kol va yvwplotolV petall toug. Napouatdote t popdn g
StaBolAeuong (Sla Lwong/ € amootdoew ) Kat Th cuxvotnta, ylo mapddelyua, efdouadlaia, Tpelg dopég ava pabnua
(otnv apyn, oto TéAoG Kal otn péon). ZuVIoTATaL va avadEPETE TIG TPOKAROELG TTOU UIMOPEL 0T CUVEXELA VO TTPOKUoUV
Kata tv eyypadn otnv mAatdpdpua (m.x. to pLAvUpa nAektpovikoU Taxudpopeiov emiBeBaiwong va mnyaivel oto
¢dakelo spam).

Kata tn SLdpKela TG cUVAVTNONG, OL CUUETEXOVTEG €ENYOUVTAL TIWG VO XPNOLLOTIOLOUV TO TIEPLBAANOV NAEKTPOVLKIG
HABNoNG, TOUG EMITPEMETAL VA TO SOKLUACOUV Kol KAAOUVTOL VA LOLPAGTOUV TUXOV TTPpoBARaTa TToU Uimopel va €xouy,
WOTE va PNV umapxouv opePatdtnteg apyotepa, otav EeKvroeL To pabnua. H cuvavtnon mep\apBavel emiong pia
glooywyn oto uabnua CyberPhish.

EpWTNHATOAGYLO TIPLV QUTO TNV KATAPTLON

Ma va aflodoynBel 0 avTiKTUTIOC TNG KATAPTLONG OTNV TPO0S0 TWV YWWOEWV TWV CUUUETEXOVIWY, CUVLOTATAL N Xpron
epwtnpatoloyiov mpwv amd v €vapén tng Kataptions. Katd tn StdpKela TG TUAOTIKAG KATAPTIONG, OL €Taipol
XpNnolonoinoav pwtnUAToAdyla mou amotehouviav and 20 €pwWTINOEL;. To EPWTNMATOAOYLO avamtuxOnke ota
QYYALKA KoL TTPOOAPUOOTNKE OTLG YAWOOEG TWV XWPWV TwV eTaipwv: EcBovikd, EAANVIKA, AeTOVIKA Kot AtOouavikd.

Ol epwTtAoelg eTAEXONKay amod Tig epwtioelg avtoafloAoynong (20 amod tig 60). & OAOUC TOUG CUUUETEXOVTEG 5GONKaY
oL i6leg epwtnoelg, ald pe Sladopetiky oelpd. Autd TO EpWTNUATOAOYLO Sev eMNPedlel T AMOTEAECUOTA TOU
CUULETEXOVTA, OANG ETLTPETEL TN LETPNON TNG AANAYAG OTLG YVWOELG TOU GUUUETEXOVTA.

H oupmAnpwon tou epwtnuatoloyiou dlapkel 20 £wg 25 Aemtd. Mpv and Tt CUUMARPWON TOU €pwTnUaToAoyiou, ot
CUUETEXOVTEG TIPETEL Vo SNAwoouv Tn StevBuvon NAEKTPOVIKOU TaxUSPORELOU TOUG. ZUVLOTATAL N Xprion tng (Slag
SleBuvong nAektpovikoUu Tayxudpopeiov katd tnv eyypadrn oto mepPPAAAov pabnong Ttou pabnuotog
(www.cyberphish.vukhf.lt). OL cuppetéxovteg Ba mpEmel va evnuepwBoUV OTL MPEMEL VO XPNOLUOTOLOUV £yKUPN
SlevBuvon nAektpovikou taxudpopeiou. H idla StebBuvon nAekTpovikol ToxuSPOUELOU TIPETEL VAL XPNOLUOTIOLELTAL OTO
nieptBarov pabnong, OMwe KAl 0To EVIUTIO gyypadnG TOU CUUUETEXOVTA.

MNpénelva onpuelwBel 6TL ev elval UTTOXPEWTLIKNA N SLe€aywyr EpWTNUATOAOYLOU TIPLV ATIO TNV KATAPTLON. ATtOTEAEL LOVO
cuotaocn, aAAA N MPAKTIKN auth Ba pnopouaoe va xpnolponolnBel eav cag evéladEpet n afLloAGyNnon TOU AVIIKTUTIOU
TOU EKTIALSEUTIKOU TIPOYPAUUATOC OTOUG CUUETEXOVTEC.

Awadiktuakn eknaideuvon

MeTa amo pia cuvtoun eloaywytkn daon, apxilel n dtadiktuakn eknaideuon, n onola Slapkel mepimou éva pnva (4-6
eBSopadeq). Kata tn Slapkela TNG eKMALOEUTIKAG SLASLIKAGLOG OL CUUUETEXOVTEG EUTIAEKOVTAL O€ SLAPOPEG LaBNOLAKEG
6paoTNPLOTNTEG E TN XPron MokiAwy HeBodwy Kal popdwv KaTApTiong, oL omoleg meplappavouy, petafld aAAwv, Tn
MEAETN TOU UALKOU NAEKTPOVLKAG LABNONG, TNV avayvwaon mpocBeTou UALKOU, TNV mapakoAolBnaon BIVIEO OYXETIKWV UE
to Bfpata, TNV TPAYUATONOLNON TEOT QUTOOELOAOYNONG Kal TeoT 0fLOAOYNONG YVWOEWV Kal Tnv emiAucn
TIPOOOUOLWOEWV. Katd Tn SLApKELD AQUTAG TNG TEPLOSOU, OL CUUUETEXOVTEG pabaivouv yla tnv KuPBepvoacdalela,
KOTOVOOUV TLG KUBEPVOETILOEDELG KOl TNV KOWWVLKA UNXAVLKN, pabaivouv mwe va avayvwpilouy Ta kupla onuadla tou
phishing, katavoouv tov Xelplopd Twv KuPBepvoemiBéoswy, poabaivouv va ehaylotomololv TG {nuieg péow NG
OVTLUETWIILONG TEPLOTATIKWY. H ETUTUXAG OUMUETOXN OTNV ekmaidevon efoptdtal amd TV KAvoTnTa TWV
CUMUETEXOVIWY Va TIPOoypapUaTi{louv Tov §IKO TOUC XpOVO Kal T SpaoTnpLOTNTEC TOUG, KaBwE Kal amo Tn cuvepyacia
LE TOUC eKTIOLOEVTEC Kal Ta GAAa HEAN TNC opddag.

H exkmnaidevon Ba MpEmeL va KATOANYEL OTNV EMLTUXA OAOKANPWON €vog TeoT afloAoynong yvwoewv (Babuoioyia
TOUAdQXLOTOV 75%) KOl OTNV OITOVON EVOC TILOTOTOLNTLKOU TIoU SNULOUPYELTAL AUTOMATA. 2TO TEAOG TNG KATAPTLONG, Ol
CULETEXOVTEC QITOKTOUV VEEG YVWOELS Kal SEELOTNTEG TOU UMOPOUV VAL XPNOLUOTIOL 00UV 0TNV KaBnuepvr toug wh
(omweg avalntnon oto SlabikTuo, MPOCWTIKN E€MIKOWwwvia ota KOoWwwvika 6iktua, tnAedwvikr emikowwvia e
QYVWOTOUG, OTIOUSEG, 0TO XWPO gpyaciag Toug, K.ATL.) EutAéov, evioxUouv TV auTomnenoibnaon toug.

Aopn Tou nepfaAlovtog NAEKTPOVIKAG Ladnong

H mAatdopua pabnong Cyberphish.vuknf.lt mopéxel avowkty mpooPacn o ekMALSEUTIKO UALKO. To UALKO UTopel va
peAeTnOel eAelBepa amd OAa Ta dtopa mou to emtbBupoly. Aev amatteital eyypadn. Qotdoo, yla va UMopESETE va
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ETUAUCETE TIPOCOUOLWOELG TToU SLEAOKOUV WG va avayvwpilete emBécelg phishing, va KAveTe aUTOSOKLUEG, TECT
a§LloAdyNoNG YVWOEWVY KOL VO ATIOKTAOETE TILOTOMOLNTIKO, Elval amapaitnto va eloTe eyyeypapévog XpHotng.

Ma6notakd UAkd. Kavovtag kAlk oto kouumi Madnotakd vAiké otn ypauun pevol, o Xpnotng umopel va SeL Tig
EVOTNTEC PaBNUATWY OTa aplotepd tnG 08dvng. Ymdpxouv Téooeplg evotnteg: Eloaywyn otnv kKuBepvoaoddlela-
Emokomnnon g kuPepvoacddrelag otnv EE- EmBécelg otov KUBEpVOXWPO - KOWWVLKN UNXOVLKA KAl NAEKTPOVLKO
Papepa- Katavonon kat Xelplopog emibécswv otov KuPBepvoxwpo. Kabe evotnta amoteleital ano Stadopa Opata.
MOALG eTiAeyel Lol UTIOBEG, TO EKTTALOEUTLKO UALKS e avileTAL OTO KEVTIPLKO TURMA ThG 080vNG. O Xpriotng Umopet va
KateBAoeL TO UAKO pmopel vo To KOTEBACEL OTOV UTIOAOYLOTH TOU XPNOTn KAvovtag KALK OTov oUvSeopo Anyn
StapaveLwv.

Teot avtoaloAdynong. OL eyyeypaULEVOL XPrOTEC £XOUV TEPLOGOTEPEC eMAOYEC. Exouv Tn Suvatdtnta va KAVoUV TEGT
autoaéloAdynong yla okomoug pabnong. To koupnl teot avtoaéioAoynong epdaviletal 6tav Evag padntng €xeL pabel
TO UALKO NG evoTnTaG. Q¢ €K TOUTOU, 0 HOONTAG TPETEL VO KAVEL KALK 0TO KouuTti OAokAnpwidnke otav éxet e€olkelwOel
Me kaBe B€pa tng evotntag. Otav 6Aa ta BEpata tng evotnTag onUelwbolv wg OAokAnpwuéva, TPAyua TTIoU ohaiveL
OTL N UAN TNG EVOTNTAG AUTAG £XeL 6L axOel, ToTe elval Stabgaiun n SuvaTOTNTA CUUETOXNG OTO TECT AUTOAELOAOYNONG
KAVOVTOG KALK 0TO KOUMTL TeaT autoaétoAdynang. Katd tn SLapKeLO TOU TECT, MAPOUCLAIOVTAL OTOV OTouSaoTH TEVTE
TUXALEG EPWTHOELG ATIO TN CUYKEKPLUEVN EVOTNTA.

META To TEOT, To cUoTNUA ERPaVI(EL TA ATTOTEAECUATO TOU TECT, LE TIC OTTAVTAOELS TTOU eMEAEEE 0 LOONTAG, TIC CWOTEG
Kol AavBaOPEVEG QMAVTAOELG, TO XPOVO TIOU XPELACTNKE YLO TNV EMIAUGCH TOU TECT Kal Toug Babpols mou GUYKEVTPWOE.
O pabntrig umopel va emavaldPel To TeOT KAVOVTAG KALK 0TO Kouuri Do it again. Katd tnv emavaAnn tou Teor,
napouctalovral 5 tuxaieg epwtAoelg. O padntrg Pmopel va KAVEL TO TECT AUTOAELOAOYNONG ATEPLOPLOTEG HOPEG.

MNpocopolwoeLg. OL eyyeypaAUUEVOL XPHOTEG UMOPOUV va EMAUOUV TIPOCOUOLWOELG. AUTEG OL TIPOCOMOLWOELG Elval
MOKETEG TIPAYLATLKWY KATACTACEWV. TNV 0PLOTEPT TAEUPA TNG 000VNG, UTIAPXEL VO KOUUTL [TPOTOUOLWOELS TIAVW OO
Ta Bépata tng evotntag. O HabnTAg ava maoca oTypr Unopel va tig emhUoel. OL TPOCOUOLWUOELG OpladonolouvTal o€ 7
opadeg: Evotnta, cuumndbsla, cuvaiveon, ouvémela, efouoia, omaviotnTta Kol avtarnodoon. Otav emAéystal pLa
ipocopoiwon, divetal pla meptypadr tng kataotaons. OLTPOCOUOLWOELG UTOPOUV VA AELTOUPYR OOV LE SU0 TPOTOUG:
yla OKOTOUG HABnonG Kol ylo OKOToUG EAEYXOU YVWOEWV. ITOV TIPWTO TPOMO Asltoupylag, o padntng PBAEMeL TIg
BaBuoloyieg mou cUAEyOVTAL KOL TO CUVOALKO CUUTIEPACA OTO TEAOG TNG MPOCOUOLlwaoNG. Z€ [Lo TPooopoiwan yla
€\eyxo yVWoewv, 0 pabntng e€eTdlel 0To TEAOG TIG ETULAOYEG TIOU £KAVE KATA TN SLAPKELA TNG Mpocopoiwong Kal
AapBavel avatpododotnon pe oxdAla. O péviopag Ba mpénel va anodaciosl TOCEG TPOCOOLWOELG TTPETEL VAL AUCEL O
CUUUETEXWV. Tla TapAadelypua, KaTd tn SLApKELO TOU TIAOTIKOU TTPOYPAUUATOG KADE CUMUETEXWVY ETIPETE VAL ETUAUGEL
TouAdLotov 20 TTPOCOUOLWOELG TNG EMLAOYNG TOU.

Teot agloAdynong yvwoewv. OL eyyeypALUEVOL XPHOTEG UITOPOUV VO GULUETAOXOUV OTO TEOT YVWOEWV Kol va AdBouv
TIOTOTIOLNTLKO. To Kouuni Aokiuaoia yvwoswv epdaviletal otnv opLloTePr] MAEUPA TNG 086VNE TAVW ATTO TLG EVOTNTES
MOONUATWY OTaV 0 HaBNTAG €XEL LABEL OAO TO UALKO KoL €XEL ONUELWOEL OAa Ta BEpata wg oAokAnpwuéva. To TeoT
Bewpelital emtuxég av emuteuxBel Babupoloyia Touddylotov 75%. OL GUUUETEXOVTEG TTOU Ba TEpATOUV AUTO TO TEALKO
teot Ba AdBouv £va TILOTOMOLNTKO. EGV 0 CUMHETEXWY SEV TEPATEL TO TECT, UIopel va emavaAdBet ta O¢parta kat, adou
adlepwoel Alyo meplocdtepo Xpovo otn pabnon, va Eavadwaoel To TEAKO TeOT Vwoewy. To TECT YWWOEWV UIMopel va

yivel Tpelg dopég.

A€loloynoels. To cuotnua umoloyilel BaBuodoyieg yia va kKavel tn Stadikaocia pabnong mo eAKUCTLKA Yld TOUG
HoONTEC. O CUUUETEXWVY OTO HABnuo pmopel va St tn Babuoloyia TOU Kal TOUG MOVIOUG TTOU CUYKEVIPWOE OTOV
OUVOALKO Ttivaka BaBuoAoyiag. OL BabBuoloyieg Bacilovtal oe TEOT auToatloAdynong KoL TPOCOUOLWOELS. H mpoofacn
otlg BaBuoloyieg yivetal péow tou otolxelou pevol Baduoldoyie¢ oto emdvw HEPOG tng oBovng. H Babuoloyia
TPOOOMOLWaONG ToU padntr) umoAoyiletal e To ABpOLoUA TWV KAAUTEPWY ATIOTEAECUATWY OAWV TWV TPOCOUOLWOEWY
Tou emAUONKav. Avtiotolxa, n fabuoloyia Twv TeoT autoafloAdynong Tou pnabntr umoAoyiletal Le Thv aBpolon Twv
KaAUTEpWV BabpoAoylwy OAWV TWV TECT AUTOAELOAOYNONG TTOU EyLVaV.

OLpaBntég pnmopouv eniong va BAEmouv tnv mpododo tng uabnong toud. Epdaviletal mavw amnod Tig EVOTNTEG Labnuatwy
OTa 0PLOTEPA TNEG 000VNE KOl LECW TOU HEVOU XPHOTN OTO TTAVW KEPOC TNG 006vnG. MEow Tou pevol Xprotn, o Habntng
uropel va aAAGEEL To Ovopa XproTh, Kal Tov KwSLKO Mpoofaocng, va SeL Ta GrUaTa TToU €XEL CUANEEEL, TO LOTOPLKO TWV
OLUTOEAEYXWV KL TO LOTOPLKO TWV MPOCOUOLWOEWV.

MwotonownTtikd. Ta motomnownTika (og popdr) PDF) Snuioupyolvtal autoHaTa yia OAOUG TOUG CUUUETEXOVTEG TTOU £XOUV
OAOKANPWOEL TO HABNUA KAl €XOUV TMEPACEL TO TEOT afloAOYNoNnG YVWOEWV TOUAAXLOTOV Katd 75%. Mapadelypa
miotonotntkoL mapatiBetal oto mapdptna aplb. 2.
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Miwotomnowntikd Ba armovepunOouv e GAOUC TOUG CULETEXOVTEG LE TNV OAOKANpWON Tou pabniuatog. H oAokAnpwaon Tou
padnuoatog CyberPhish gv anobidel akadnuaikeég Lovadeg.

H StaBsopotnTa

To nAektpovikdé pabnua mou avamtuxbnke eival Slobéoluo oe téooepl YAWOOeG: AeTovikd Kol AlBouavikad.
Ouofeveital otn SlevBuvaon https://cyberphish.vuknf.lt/. Miwa elkdva tng kUpLag 00dvng tng mMAatdopuag pabnaong
Slvetal mopoKATW.

Lietuviy

Eesti

lii W nwm

Safeguarding your digital future

Sxnua 3 H kupia o96vn tng mAatpopuac ekuadnong

ZUoTAOELS 0O TPAKTIKAG Ard TNV TMAOTIKA EKIASgVON. TUVIOTATAL N AVATITUEN KOVOVWY KAl 08NYLWV yLo TOUG
onoudaoTéC. Ta €pWINUATOAOYLO OTNV apXf KAl OTo TEAOG TOU HaABNUATOC €ival TPOALPETIKA. Mmopouv va
XpnolpomnotnBouv kat A a epyadeia OWG OTNV KOWVOVIKI EKTIALSEVO).

08nyieg yLa toug padntég
3€ QUTO TO HEPOG, TIOPEXOUME CUVIOTWHEVA BALATA LE TNV OPYAVWON TNG KATAPTLONG:

Bua 1. EpwtnpatoAoylo npo-sknaideuong. MpLv ano TV KATApTLon, CUUTANPWOTE TO EPpWTNUATOAOYLO0. AWOTE L
€ykupn SlelBuvon nAektpovikou taxudpopeiou, n onoia Ba xpnolpononBel kal oTo cUOTNUA NAEKTPOVIKAG LABnong
KOTA T OUUTTANPWON AUTOU TOU EpWTNHATOAOYLOU.

BAua 2. Zuvdebeite oto nepBAaAAov NAeKTPOVIKAG HaBnong. Suvdebeite oto meptBAANov NAEKTPOVIKAG LABnong otn
SteVBuvon https://cyberphish.vuknf.lt/login pe tnv idta StelBuven nAektpovikol taxudpousiov mou
XPNOLUOTIOLBNKE OTO EPWTNUATOAOYLO.

Inueiwon: Eav o pabntrg dev £xeL AaBel to email emPefaiwong anod to cuoTnua, MPEMEL va eAEyéel Tov pakelo
avermBuuntng aAnioypadiag. To email emiBepaiwong unopel va katahnéel oto pakeho spam/unk.

Bpa 3. Zuvbebeite oto nepBAAAOV NAEKTPOVLKAG HABnong.
JuvbeBeite oto https://cyberphish.vuknf.lt pe ta mpoocwmnikd cag StamioteutrpLa.
BApa 4. MeA£tn tou padnolakou UALKoU.

AdoU ouvdebeite, peletriote OAo TO €KMALOEUTIKO UALKO, &nAadn ta téooepa Bépata kalt ta umoBeuata (PA.
TAPAKATW). ZNUELWOTE WG 0A0KANpwUEVO UETA TNV €€Taon KABe BEpatog.

O¢parta kat umoBéuara:

1. Ewaywyn otnv kuBepvoacdalela,
1.1. lotopkd - MpokAAGELS TG BLoMNXaVIKAG emavdotacng 47,
1.2. lotopla tng KUPBepvoaodaAeLag,
1.3. Oplopol tng aodpaAelog otov KUBEPVOXWPO

2. Emokomnon tng achaAslag otov kKuPBepvoxwpo otny EE,
2.1. MpowBnon tng kuBepvoaoddlelag otnv Eupwnaikn Evwon,
2.2. NOWULIKEG TTUXEG TNG a.odAAELOC OTOV KUBEPVOXWPO,
2.3. Emokoémnon Twv TAcEWV TOU Tomiou g KuBepvoaodalelag,
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3. EmBéoelg otov kuBepvoxwpo - Social Engineering kat Phishing,
3.1. Eloaywyn otig emB£0eLg oTOV KUBEPVOXWPO,
3.2. EVOTNTEG KOWVWVIKAG LNXOVLIKNG KOL XELPOYWYNoNg,
3.3. Awadopetikoi tumot emBéoswv phishing Kat TEXVIKEC,
3.4. MEeAETEC TIEPUTTWOEWY,
4. Katavonon Kot XeLpLopOg KUBEPVOETOECEWV.
4.1. BOOLKEG YVWOELG OXETIKA LLE TNV NAEKTPOVIKH aoPAAELQL,
4.2. TIpOANTITIKEG EVEPYELEG,
4.3. Avayvwplon emiBéoswv phishing,
4.4, Xelplopog emiBéoewy oTov KUBEPVOXWPO,
4.5. EAaylotomoinon twv NUWV HECW TNG AVTILUETWITLONG TTEPLOTATIKWY,

BAua 5. ZUUMANPWOTE TECCEPA TEOT aUToa§loAdynong. Metd thv ekuabnon kabe B£patog, CUUMANPWOTE TO TECT
avtoaéloAdynonc.

BAipa 6. Exktéheon/enaveniluon/ektéAeon RNPOCOMOWWOEWV. Katd tn OSudpkelo tng ekuddnong, ekteléote
TIPOCOHOLWOELG WG HEPOG TNG Stadikaoiag LEAETNG.

BApa 7. ZUUTTANPWOTE TO TECT AELOAGYNONG YVWOEWV. TEAOG, TIEPACTE TO TEALKO TOT e Babuoloyia Touddylotov 75%.

BApa 8. ApoU TtepdoeTe TO TEAKO TECT, CUUMANPWOTE £VA EPWTNHATOAGYLO VLA TOUG GUHUETEXOVTEG LLETA TO HABnua
OXETLKA UE TNV TIAOTIKN eKkmtaidevon.

Inuelwon: autd to epyaleio xpnolpomolndnke Katd TN SLAPKELX TNG TUAOTLKAG KATAPTLONG, OAAQ UMOpPOUV va
xpnotomnotnBouv kat AAAa epyaleia OwG 0TNV KAVOVLKN KATAPTLON.

TeAkr) cuvavtnon

H teAikny cuvavtnon €xel dladopoug oKOmMoUG: TPWTOV, ETUTPETEL OTOUG CUUUETEXOVIEG VO CUUTTANPWOOUV €va
EPWTNUATOAOYLO UETA TNV KATAPTLON, SeUTEPOV, Ba eMITPEYPEL OTOUG CUUMETEXOVTEC VAL EKPPACOUV TIG ATIOYELG TOUG
OXETIKA UE TO paBnua. TéAog, Ba umopouce va oulntnBei n Sladikaocia Twv TeCT AfloAdynong Twv YVWOEwWVY, oL
SUGOKOAILEG KalL OL TTPOKANOELG KATA TNV AITAVTNON TWV EPWTNOEWV Kol GAAa BEpata.

EpWTNHATOAGYLA META TO HAONuQ

Je €va TUAOTIKO TIPOYPApMa, INTAONKE amd TOUG GUMUETEXOVIEG VO CUUTTANPWOOUV EVOL EPWTNHATOAGYLO YL TOUG
GUMUETEXOVTEG ETA TO TIEPAC TOU TEALKOU TeOT. To epwTnUATtoAOYLo amoteAeitat and onpeia mou {ntolv Tnv mapoxn
VeVIKWV mAnpodoplwy, onwg email, pUAO, eMAyyeEAUA KOl EPWTIOELG OXETIKA HE TNV afloAOynon TWV YVWOEWV TOU
CUMUETEXOVTO OE CUYKEKPLUEVA BEpata KuBepvoaodAalelag LETA TNV OAOKANPWON TOU EKTALSEUTIKOU TPOYPAUUATOG
CyberPhish, Tnv eunelplo Tou CUPHETEXOVTA OTN XPr)ON POCOUOLWOEWV. ETLmA£ov, TiBevTtal EMioNG EPWTIOEL OXETLKA
L€ TOUG OTOXOUG TOU MaBUaTtog, TNV eMALEUOTNTA TNG TPOCEYYLONG TNG SLASIKTUAKAG HopdNG, TO TEPLEXOUEVO TOU
MaBnuaTog, TN XpOoVikr SLApKeLa, TNV eKMAiSeuon KaL TNV UTOOTHPLEN, TN XPNOTIKOTNTA TNG MAAThOpUas uabnong. To
napadelypa Tou epwtnuatoloyiov mapatibetal oto mapdaptnua apld. 3.

Ol eKMALSEUTEG KAl Ol PEVTOPESG KANONKAV VO CUUTTANPWOOUV £Va EPWTNHATOAOYLO VLA TOUG EKTIOLOEUTEG LLETA TO
TEPOLG TOU TILAOTLKOU TIPOYPAUHOTOG. TO EpWTNUOTOAOYLO amoTeAEiTaL Ao onueia mov {NTolv TNV MAPOXN YEVIKWY
mAnpodopLwy, onwe email, dvoua, xwpa, KOOWC KAl AMO EPWTNOELG OXETIKA LE TN SOWI KOl TO TMEPLEYOUEVO TOU
poOnuatog, T XPovikn Slapkeld, Tn cuvadeld TwV BEUATWY UE TO KOWVO-0TOXO, TNV MANPOTNTA TWV BepdTwy Tou
pabnuotog, To fabuo otov omolo To LABnUa TETUXE TO OTOXO TOU ELOAYOVTAG TNV aohAAELA OTOV KUBEPVOXWPO KAl TO
phishing otoug padntéc. To mapddelypa Tou epwtnuatoloyiov mapatiBetal oto mapdaptnua aplb. 4.

MEPITPA®EZ TOY TPOMOY EPTAZIAZ ME THN HAEKTPONIKH
NMAATOOPMA

To ekmalbeutik0 UAKO Tou ¢ulofeveital oto  mepBallov  nAsktpovikng pabnong otn  SlevBuvon
https://cyberphish.vuknf.lt eival StaBéouo og GAOUG TOUG EMIOKEMTEG Kal ivatl Swpedv. To ekmalSeuTIkO UALKS sivat
Slo0éouo oe mévte yYAWooeG: AsTovika Kal AtBouavikd. Ol pUn EyYEYPOUUEVOL EMILOKENMTEG UMOPOUV HOVO va Souv To
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EKTIUSEVUTIKO UALKO, 0AAA &ev Ummopolv va KAVOUV OUTOSOKLUEG, TEOT YWWOEWY, va KEPSIoOUV Kol va GUAAEEOUV
KOVKAPSEC, va EKTEAEGOUV IPOCOUOLWOELS f} VO AGBOUV TILOTOTIOLNTIKA. Mol val YIVETE EYYEYPAUUEVOC ETILOKEMTNG OTOV
LOTOTOTO, TIPETIEL VA EYYPAPELTE.

To eyxelpiblo xpnong mapéxetalr oto eyypado User_Manual_for_training-Participants.pdf otn &ievBuvon
https://wiki.cyberphish.eu/. To éyypado autd neplypddel Tov tpdmo xpriong the mAatdpopuag padnong.

NepLBAAAoV yLa TOUG EKTTALSEUTIKOUG

210 mepBarlov Tou KaBnyntr, WUMOPELTE VO MAPAKOAOUBEITE TOUG CUUUETEXOVTEG TIOU ELvOL E€YYEYPAUUEVOL OTO
clotnua wabnaong, Tnv mPoodo ¢ LABNnar ¢ ToUg O€ TOCOOTA, TO LOTOPLKO TWV OUTOTEAWV SOKLLOCLWY TTOU £ylvay, To
LOTOPLKO TWV TIPOCOUOLWOEWV, TOUG BabpolG Tou TEGT yVWOEWY, KOBWGE KAl TNV NUEPOUNVIA KOl TNV WP TNG TeEAeuTalag
olvdeonc.

AleVBuvon elc6bou oto TepBaMAov tou ekmoatdeutikoU: https://cyberphish.vuknf.lt/admin-panel. To mapdBupo
olvdeong Sivetal mapakdtw:

Kauno
fakultetos

ADMIN PANEL

‘ Email

Password

Zxnua 4 Napadupo eicodov oro nepitBaAAov Teacher Environment

MOALG eLoaxBouv ta otolxeio oUVEECNC, TO CUCTNUO TIOPEXEL OTOV EKTTALSEUTLKO £VAV KATAAOYO TWV CUUUETEXOVTWV.
O kaBnyntng¢ umopel va moapakoAouBel tnv mpoodo TNG HABNONC TWV CUUUETEXOVIWV avd yAwooo (ayyAlkad,
MBouavikad, ecBovikd, EAANVLKA Kal AeTovikad). H kUpla 086vn tou meptBaiiovtog Tou kaBnyntr) Sivetal mapaKATw:
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Kouno
fakultetas
MENU
Users
A Home
2 Change password
In English In Lithuanian In Estonian In Greek In Latvian
G Logout
Course Knowledge
Username Email Progress Self Evaluation Simulations results Last Login
—— i0% Self Evaluation Simulations History (21 2022-07-16
AamaL.com s History /1) 11:25:38
u SR @ Self Evaluation Simulations History (21 2022-07-14
et @gmalloom ¢ History /0) 15:13:23
N Self Evaluation Simulations History (21
User @Kf.stud.vu it 0% g
History /0)
faed @gmail.com & Self Evaluation Simulations History (21 2022-07-12
History /0) 08:08:38
’ ’ s ’ ’
Zxnua 5 Kopia 096vn tou nieptB8aAdovrog tou ekmatdeutikoU
’ ’ ’
lotopikd Sokiuwv autoafloAoynong
’ I} . . . . .
Ta otolxeia autd epdavidovral kdvovtag KALK 0To loToptkd autoafloAdynong Tou CUUUETEXOVTA:
Self Evaluation History - @gmail.com - English
Category Correct answers Started Ended Points
Introduction to Cybersecurity 4/5 2022-07-17 09:00:16 2022-07-17 09:01:58 431
Introduction to Cybersecurity 3/5 2022-07-17 08:49:56 2022-07-17 08:50:45 98
Introduction to Cybersecurity 0/5 2022-05-03 12:40:15 o]
Introduction to Cybersecurity 0/5 2022-05-12 10:02:25 o]
Introduction te Cybersecurity 0/5 2022-05-13 10:44:42 ")
Cybersecurity within the EU 0/5 2022-07-17 09:06:23 "]

Ewkova 6 lotoptko autoaéloAdoynoneg Tou CUUUETEXOVTO

IoTOPLKO MPOCOHOLWOEWV
AUTEG oL AemtopEpeLeg epdavilovTal KAVOVTOG KALK OTO LOTOPLKO TIPOCOUOLWOEWY TOU GUUETEXOVTA:

Simulations History - - English

ID Description Started Ended Points

As Bitcoin and other cryptocurrencies surged in price and popularity, hackers and cybercriminals became more interested in stealing it. You 2022-06 202206
28 are aware of the current profitability of bitcoin and you have received an email concerning bitcoin: FIRST PAYOUT IS READY FOR YOUR a0 0 500
CONFIRMATION Dear customer, Thank you for participating in cur bitcoin pregram, we want to inform you that your bitcein bonus is now 181410 1816:07

available and ready to be withdrawn.

2022-06- 2022-06-

2 You're receive an email about winning money. a9 09 500
18:16:27 18:17:15

You are an accountant who has worked for company “Future Solutions" for 25 years. You communicate with your boss, John Smith, on a daily 2022-06- 2022-06-

4 basis by email. This morning you received an email from your manager asking you to read a document and let him know if you agree with a 09 09 500
new company policy. 18:17:59 18:18:36
You are a company accountant and receive an email from your partner company requesting to transfer funds. In the email there is an ask to 2022-06- 2022-06-

6 update bank account details, as your partner has switched their banking provider. It sounds like a legit request as you get them from time to a9 09 200
time. 18:20:35 18:20:50
You are a company accountant and receive an email from your partner company requesting to transfer funds. In the email there is an ask to 2022-06- 2022-06-

6 update bank account details, as your partner has switched their banking provider. It sounds like a legit request as you get them from time to a9 09 100

Ewkova 7 IoTOPLKO ITPOCOUOLWOEWY TOU CUUUETEXOVTO
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EPFAZIA ME KAINOTOMEZ MEOGOAOYZ (N.X. MEOGOAOI
NMPOZOMOIQZHZ, AIAAEZEIZ, ZEMINAPIA, NPAKTIKEZ EKMAIAEYZEIZ,

XPHZH EPTAAEIQN AIAAIKTYOY K.AIN.)

H nmpooopoiwon pipeital Tig mpaypatikeg embéoelg phishing, mapouaoidlovrag tn Sladikacia 0To XprioTn o€ maLyviwsn
HopdN.

O kUpLog 0TOXOC TNG TTpOooopoiwang eival va BonBnoeL toug avBpwmoug va BEATLWOOUV TNV KPLTLKI TOUG oKEPN OXETLKA
pe TNV oaoddlela otov KuPepvoxwpo kal to phishing, avayvwpilovtog meputtwoelg phishing, spam,
KuBepvoekdoBlopol kKA. Me Bdon to |01 avamtuxbnkav CUCTACEL Yl T(POCOMOLWOELS -UE ETKEVIPO TNV
T(POCAPLOYH LEAETWY TIEPUTITWOEWY TPAYHATLKAG {wn ¢ yla Tn Stadikacia padnong.

H npooopoiwon meplhapBavel meplypadn TnG KATACTAONG, TOU OKOTIOU, TWV XOPAKTHPWV, TOU TUTIOU TNG eniBeong kall
TOMEG (3-4) €mAOYEC QMOVTACEWY Yyl TN oupmeplpopd Tou Xpnotn. OL MPOCOMOLWOELG OXeSLACTNKAV Yl va
agloloyricouv tnv TuBavr/mpodavh cupmnepldpopd tou xpnotn, TG Tlaveg okEPELG/MPoBANUATIONOUE KAl TIC
arnodAdoelg Tou o€ Lo TETola Katdotaon. Ol TPOCOUOLWAOELG TIOU TTAPOoUCLAoTNKAY amotedouvtal and tpia enineda
BaBoug. MOALS emtAeyel pia amd Tig emAoyEg mpoBAAUATOC/KOTAoTAON, EMNPEAIOVTOL KOL TTOPOUOLAIOVTOL TIEPALTEPW
TOavEG EMIAOYEC YLOL TNV TIEPIITTWON TIOU TIPETEL Va eTUAUOEL.

Edapudlovral TpooOUOLWOELC Yo OKOTIOUE HABNoNG Kat yla okomoU§ eAEyxou yvwoewv. Katd tnv emiluon pLog
T(POoOMOLwaoNG Yl LadnaolakoUg okomoug, o padntng PAEneL Tig BabpoAoyieg mou GUAAEYOVTAL KL TO GUVOALKO
CUUTEPACUA OTO TEAOG TNG TPOCOMOLwaoNG. Katd tnv emiAucn mpooopoiwaong yla okomoUg EAEYXOU YVWOEWY, O
HaONTAC BAEMEL TIC ETILAOYEG TIOU €yLvay Katd tn SLAPKELa TNG Tpocsopolwaong kal AapBavel avatpododotnon pe
oXOALa 0To TEAOC TNG Mpooopolwong. Eav n mpocopoiwaon emAUOnKe AavBaopéva, GUVLOTATAL OTOV XPHOTH vVa
eMNUOEL TNV Tpocopoiwaon Eava.
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2YMMEPAZMATA KAI 2Y2TAZEIZ

To mapodv éyypado aneuBUveTAL 0 OAOUG TOUG EKTIALEEVUTEG KOL LEVTOPEG TIOU TTAPEXOUV CUKMBOUAEG KOL KATAPTLON
otoug omoudaotég. H kowormpadia tou épyou eAmilel 6Tl Ba Bpouv XprioLpeg 08Nnyleg OXETLKA LE TOV TPOTO XPioNG TOU
CUOTNLOTOG KaL TOV TPOTIO TIOPOXHG KATAPTLONG O€ ATopa Ttou B€Aouv va LdBouv yLa Tig eTBEOELS oToV KUBEPVOXWPO,
5ilwg yla to phishing kat Tnv Kowwvikn pnxavikr, kaBwg Kat yla 6goug BéAouv va pabouv nwg va avayvwpilouv ta
KUpla onuadla tétolwv amelhwv. Ou duvntikol xproteg amatteitat va €xouv Paoikég Sefldotnteg Yndlakol
ypappatiopol. Asv UTIAPXOUV GAAEG TTPOUTIOBEDELG yLa TLG YVWOELS 1 TIG §£€LOTNTEC TOU XPHROTN.

OL poBntég kat ot epyalopevol Sev €Xouv eMOpPKEIC YWWOELS OXETIKA We To phishing, TNV KOWWVIKA HNXOVLKA, TLG
emB£coeLg oTOV KUBEPVOXWPO Kal TNV a.odpaAela Twv Sedopévwy Toug, cUbwva pe LeNETN Ttou Sle€nxOn amo etaipoug
Tou €pyou to 2020 otnv EcBovia, tnv Kimpo, tn Actovia, tn AtBouavia kat tn Mdhta (BA. https://cyberphish.eu/wp-
content/uploads/2021/07/101-A1_EN_CYBERPHISH-REPORT_survey-results.pdf). Autd odnyel oxt povo oe amwAesia
TMPOOWTILKWY S€60UEVWV KAl TIPOOWTTILKWY OLKOVOULKWY o€ mepimtwaon phishing 1 kuBepvoeniBeong, aAld kal ot
anwAeLla evaiocdntwv MANPOGOPLWV KAL OLKOVOULIKWY TIOPWY TWV ETALPELWV/0PYOVIOUWV.

Me Bdon i pehétn  (BA. https://cyberphish.eu/wp-content/uploads/2021/07/I101-A2_EN_CYBERPHISH-
REPORT_study-analysis.pdf) mou 61€ix0n 0TI XWPEC ETALPOUC OXETIKA LE TO TTPOYPALUATO 6TIOUSWV TNE TPLtoBABULaG
eknaideuong mou oxetifovral Pe TNV aohAAELQ GTOV KUBEPVOXWPO, KAOBWE KL E TA TTPOYPAUUATO KOTAPTLONG YLO TV
aodAAELO OTOV KUBEPVOXWPO TIOU TTAPEXOVTOL OO LOLWTIKEG eTALPELEG, avamTtuxOnke éva MPoypaLa CTTIOUSWY TToU
KOAUTITEL TEOOEPLG EVOTNTEG:

e Eloaywyn otnv kuPBepvoacddiela,

e  Emokoémnon tng aodpalelag otov kuBepvoxwpo otny EE,

e EmBéoelg otov kKuBepvoxwpo - Social Engineering kat Phishing,
e  Katavonon Kol XeLpLoUOC KuBepvoemiBEéoewv

Ma meploodtepeg MANPODOPLEG OXETIKA UE TOV TPOTO TPOETOLLACIOC TWV EKMALSEUTWY KAl TWV HEVTOPWVY yla ThV
ekmaidevon, Oeite 1o TAApEg Tpoypappa  ormoudwv Ttou CyberPhish  (BA.  https://cyberphish.eu/wp-
content/uploads/2021/07/102-A2_EN_Cyberphish-Full-Curriculum-Final.pdf).

To eknmabeuTiko mpoypappa CyberPhish €tuxe kaAng umodoxng and TouG GUUUETEXOVTEG OTNV TILAOTIKA ekmaibeuon.
Avayvwploov Tn XpNoLUOTNTA TOU OTLG KOONUEPLVEG SpACTNPLOTNTEC TTOU OXETL{OVTAL e TNV TANpodopLK TOCO TwV
QTAWV XpNOTWV 000 Kot Twv utaAANAwV TN eTatpelag. Neplocotepeg mAnpodopieg Ba mapacyeBouv otnv €kBeon 106
A2: KateuBuvtrpleg YpapUEG yia TN edappoyr Tou pobnuatog.

To SLabSIKTUOKO HadBnua HABnong EVOWUOTWVEL TO EKTIALOEUTIKO UALKO o€ popdr) PDF - He GUVOTTIKO Kol oadr) TpOTo,
Xwpl¢ va emPopuvel Toug ekmalSeuOUeVOUC He TIOAU StaBaopa. MNa éooug BEAouY va paBouv mepLoocOTEPA YL €va
OUYKeEKPLUEVO BENa, oTo TENOC KABEe eyypadou PDF mapéxovtal cUVEEGHOL TPOG EEWTEPLKES TINYEG.

Ta te0ot autoaflohdynong Kol OL T(POCOUOLWOELS XPNOLUOToouvTaL yla vo BonBrRoouv Toug CUUUETEXOVTEG VO
apopoLWooUV KOAUTEPA TO €KTTALSEUTIKO UALKS. OL TPOCOUOLWOELS TTapEXOUV avatpododdotnon, n onoia Bonba eite
otnv enavaAnn tou ekmalSeuTIkoU UALKOU €ite otnv ekuabnon véwv mpaypdtwyv. EMutAéov, Ol MPOCOUOLWOELSG
UmopoUuV va xpnotponotnBouyv pe U0 TPOToUE KATA TN SLAPKELD TOU HaBAMATOC: Yo LABnaon Kat ylo EAEYX0 YVWOEWV.

To pabnua pmopel va aneuBuvetal otoug GOoLTNTEC WG UEPOC EVOG HABNUATOC, WC CUUMANPWHATIKO UAIKO 1 wg
Eexwploth evotnta/padnua.
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ANAQOPEZ

1. 101 Al: Avayvwplon tou Phishing kat £€kBgon yila ta keva Seflothtwv
https://cyberphish.eu/wp-content/uploads/2021/07/101-A1 EN CYBERPHISH-REPORT survey-results.pdf

2. 101 A2: AvaAuon TwV UPLOTAUEVWY TIPOYPOUUATWY KATAPTLONG YLt TV aodAAELA OTOV KUBEPVOXWPO.
https://cyberphish.eu/wp-content/uploads/2021/07/101-A2 EN CYBERPHISH-REPORT study-analysis.pdf

3. 102 Al: 20vtopn €kd00N TWV MPOYPAUUATWY OTIOUSWV yLa dtadoon
https://cyberphish.eu/wp-content/uploads/2021/07/102-A1 EN Cyberphish-Short-Curriculum-Final.pdf

4. 102 A2: EKTeTOpEVN £KSOON TWV TIPOYPOUUATWY OTIOUSWV YLa TRV AVATTTUEN eKMALSEUTIKOU UALKOU Kal yLa
ekTaSeVOELG
https://cyberphish.eu/wp-content/uploads/2021/07/102-A2 EN_Cyberphish-Full-Curriculum-Final.pdf

5. User_Manual_for_training-Participants.pdf [
ouvdeopoc]
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Napaptipata

Napdaptnua 1. Napadetypa NAEKTPOVLIKAG MPOSKANoNG yla to padnua CyberPhish

=
We kindly invite you to participate in the

- online course about phishing!

Registration to online training: <link>

C?)

Duration of pilot training 4-6 week

You will learn about phishing attacks through an online training
material and a scenarios in which you will have to recognise
whether or not it is a phishing case and what actions you would
take in such a situation.

A

The scenarios tool will help you better understand fraud and
gain knowledge interactively.

All course participants completed the course will be awarded
certificates.

Participants completed course with highest scores will be
awarded prizes.

Course participants will develop competences that will help
them to highlight threats and take appropriate preventive
measures.

More information about the CyberPhish project:
https://cyberphish.eu/

@ Q& 0 M

—

=
Trainings are organized in the framework of the @ CyberPhi
CyberPhish (Safeguarding against Phishing in the age of 4th == Safeguordng your dighal fufure
Industrial Revolution) project which is funded under the

Funded by the
Erasmus+ programme. Erasmus+ Programme

of the European Union
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Napadstypa évrunng poppag npoéokAnong yia to pabnua CyberPhish

=
We kindly invite you to participate in the
online course about phishing!

] Registration to online course:

Name and Surname

Name of education institution

Email

Duration of pilot training 4-6 week.

ﬁ You will learn about phishing attacks through an online training
"=\ material and a scenarios in which you will have to recognise whether
or not it is a phishing case and what actions you would take in such a
situation.

1 The scenarios tool will help you better understand fraud and gain
knowledge interactively.

All course participants completed the course will be awarded

~ certificates.

Participants completed course with highest scores will be awarded
prizes.

Course participants will develop competences that will help
them to highlight threats and take appropriate preventive
measures.

Trainings are organized in the framework of the CyberPhish
(Safeguarding against Phishing in the age of 4th Industrial Revolution)
I. project which is funded under the Erasmus+ programme.

All personal data contained in this document is collected during the implementation of the Erasmus + Program (2014-2020),
according to the European Commission's regulations. These will be stored and processed by Program Beneficiary
Organizations, NA, EC in accordance with Regulation (EU) 2016/679 of the European Parliament and of the Council of 27
April 2016 on the protection of individuals with regard to the processing of personal data and the free movement of these
data and repealing Directive 95/46 / EC (General Data Protection Directive - GDPR). The beneficiary organizations of the
Program, EC, NA will store and process these data according to Regulation (EC) no. No 45/2001 of the European Parliament
and of the Council of 18 December 2000 on the protection of individuals with regard to the processing of personal data by
the Community institutions and bodies and on the free movement of such data. During the event, photographs and / or

films will be taken for purposes of promoting and disseminating the results of Erasmus + funded projects. The materials will - Funded by the

CyberPhi:

A\
== Safeguording your digital future

not affect your personal or institutional image. By registering to this event you consent to being filmed and / or Erasmus+ Programme
photographed for the aforementioned reasons. of the European Union
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Napdaptnua 2. Napadetypa notonotntikol oAokApwong padnpatwv CyberPhish

CERTIFICATE

OF COMPLETION ONLINE COURSE

c/Vamzecsﬂwmamw

has successfully completed the online training course

Safeguarding against Phishing in the age of 4th Industrial Revolution

This certificate was awarded on ___12May, 2022

3 Project funding source: Erasmus+ KA2 Strategic Partnerships. Funded by the
>vaerpf 1 CyberPhish Project No 2626-1-LT81-KA283-878678, Erasmus+ Programme
¥/ https://cyberphish.eu of the European Union
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Noapdptnua 3. MNoapddelypa €PWINUATOAOYIOU HETA TO MAONUA Yyl TOUG
OUMMETEXOVTEG 0TO HAOnpua CyberPhish

-

R Funded by the [T
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” Sofeguording your digital future

Post-Course Questionnaire for
participants

This survey is part of an EU funded CyberPhish project to design and develop e-learning
materials, blended learning environment, knowledge and skills self-evaluation and
knowledge evaluation system simulations for students and other users in order to prevent
from phishing attacks, raise competencies in this area for identification and prevention of

threats.

This survey will gather information from course participants who have completed the
CyberPhish course. The data will only be used for the purpose of the project.

The survey should take approximately 10-15 minutes to complete.

Thank you for your cooperation and your time.m

@ I o gmail.com (nebendrinama) o
Perjungti paskyra

*Privaloma
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Gender *

O Male
(O Female
(O other

QOccupation *

(O student
(O Employee
O Self-employed

O Business owners

O Other

20
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How would you evaluate your knowledge on these cybersecurity subjects after  ~*
finishing the CyberPhish course

| have gained a lot of | have improved my ,
| haven't learnt

new knowledge knowledge about anvthing new
about phishing phishing ything
Legal Aspects of
Cybersecurity O O O

The tendencies of

Cybersecurity O O O

landscape

Social engineering

O
O
O

Psychological
aspects of social
engineering

O
O
O

Types of Phishing
Attacks and
Techniques

O

Recognising
Phishing Attacks

Proactive actions of
cyber incidents

Handling Cyber-
attacks

o O O O
o O O
O O O O

21
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@

How would you evaluate your knowledge on these cybersecurity subjects after  *
finishing the CyberPhish course

| have no
opinion

Introduction to
Cybersecurity O O O O

Satisfied Neutral Dissatidfied

Overview of

Cybersecurity O O O O

within the EU

Cyber-attacks -

Social
Engineering and O O O O

Phishing

Understanding

and Handling O O O O

Cyber-attacks

Your experience using simulations *

| have no

Strongly helped Helped Not helped opinion

Did the
simulations help

to improve your
skills O O O O

recognising
phishing?

22
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Please rate your experience of the following elements of the CyberPhish course? *

| had a clear
understanding of
the course
objectives

| found the online
approach to
learning was
suitable for the
course

| found the
course content
covered the
course objectives

| found the
amount of time
given to
complete the
course to be
ample

| found the
training and
support
throughout the
course to be
appropriate

Strongly agree

O

Agree

O

Disagree

O

Strongly
disagree

O

23
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| would

recommend this

course to other O O O O
people

The online

learning platform O O O O

was easy to use

What are the main benefits you gained from completing the CyberPhish course?
(Please provide one or two sentences)

Jusy atsakymas

Was there anything missing from the course or anything that could have been
improved? (Please provide one or two sentences)

Jusy atsakymas

Thank you for your participation in this survey and for completing the CyberPhish course!

m G Puslapis 1§ 1 Valyti forma
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Noapdptnua 4. Noapddslypa €PWINUATOAOYIOU HETA TO MAONUA Yyl TOUG
EKTIOULOEVTEG, TOUG CUMBOUAOUG KOl TOUG LEVTOPEG TWV padnpatwv CyberPhish
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Post-Course Questionnaire for trainers/
consultants/ mentors

This survey is part of an EU funded project to design and develop e-learning materials,
blended learning environment, knowledge and skills self-evaluation and knowledge
evaluation system simulations for students and other users in order to prevent from
phishing attacks, raise competencies in this area for identification and prevention of

threats.

This survey will gather information from CyberPhish course
teachers/consultants/mentors. This survey will help to evaluate the project’s pilot
trainings.

The survey should take approximately 10-15 minutes to complete.

Thank you for your cooperation and your time.

&) I gmail.com (nebendrinama) &
Perjungti paskyra

*Privaloma
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Name *

Jusy atsakymas

Country *

Lithuania
Latvia
Estonia

Malta

O OO 0O

Cyprus
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(&)

Please indicate how strongly you agree or disagree with the following statements *

Neither
Strongly . Strongly
aaree Agree agree nor Disagree disagree
g disagree

The structure and
content of the

course motivated O O O @) O

participants to
complete it.

The time
provided for

participants to
pilot course was
sufficient.

Areas of topics
covered by the

coursewere
appropriate for O O O O O
the target

audience.

The appropriate
amount of detail

was provided for

the topics O O O O O
covered by the

programme.
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What other additional support or resources could have helped to organise the
course

Jisy atsakymas

Please indicate how much you agree or disagree with the following statement *

Fully achieved Aclhleved toa Achieved to a Not achieved
high extent low extent

To what extent
has CyberPhish
achieved its goal

of introducing O O O @,

cybersecurity
and phishing to
students

Other comments, suggestions

Jusy atsakymas

Thank you for your participation in this survey and for completing the CyberPhish course!
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